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Request for Comments: 


RIN 0694-XC025 
 
Email to publiccomments@bis.doc.gov 


Airbus Group offers the following comments in response to BIS request for comments related to 
controls on Military Vehicles, Vessels of War, Submersible Vessels, Oceanographic Equipment 
and Auxiliary and Miscellaneous Military Equipment 
 
Encryption of TT&C for commercial telecommunication satellites: 
 
We believe that the controls of the USML for encryption of TT&C for commercial 
telecommunication satellites are only warranted for encryption that a) is classified or b) meets the 
requirements of CNSSP12 (i.e. approved by the National Security Agency for satellites providing 
services to the U.S. Government). 
 
Therefore, we suggest that commercial telecommunication satellites encryption which is not 
classified and does not meet the requirements of CNSSP12 be moved from the USML to the 
EAR. We believe that this change, once enacted in the ITAR, would not require change of text in 
the corresponding sections of the EAR: 
 


• The corresponding Space segment hardware would be controlled as 9A515.x and 
would not require a change of text, 


 


• The corresponding ground segment hardware would be controlled as 9A515.b and 
would not require a change of text, 


 


• The encryption software (including keys) would be controlled under 9D515.a and 
would not require a change of text. 


 
Comments on how to improve the implementation of “600 series” ECCNs on the CCL: 
 
Airbus Group is submitting the comments below, to enhance the implementation of the “600 
series” and in particular the ability for non-US companies to comply with the requirements 
related to “600 series” items: 
 







 


SNAP-R Approvals: 


Approvals generated from SNAP-R applications do not provide all of the information necessary 
for a non-U.S. party to make determinations regarding licensing and compliance requirements 
concerning re-exports. 


1) Full ECCN:  The SNAP-R form does not include the subparagraph of the ECCN 
classification.  The full ECCN is essential in determining the controls on the item and 
license requirements for the country of ultimate destination. 


 
2) All BIS licenses state that “Unless limited by a condition set forth below, the export, 


reexport . . . authorized by this license is for the item(s), end-use(s), and parties described 
in the license application and any letters of explanation. . .”  However, the license 
approval provided to the applicant does not repeat the applicant’s statements regarding 
End-Use in Blocks 21 and 24 of the 748P form.   


 
Without a full ECCN or a complete end-use statement, the non-U.S. party is unable to determine 
licensing or other compliance requirements associated with a re-export.  Furthermore, many 
license applications include letters of explanation and other supporting documentation that may 
contain proprietary information that the U.S. applicant is reluctant to share with their non-U.S. 
customer or partner. 


We recommend that BIS harmonizes the SNAP-R (748P) form to include the same that is 
provided on ITAR DSP authorizations level and type of information to include: 


• Expand  Block 22(a) to include the subparagraph of the ECCN 
• Repeat the information provided by the applicant in Blocks 21 and 24 as an End-Use 


statement in the approval. 


 


STA and De Minimis: 


Items exported pursuant to license exception STA must remain under the terms and conditions of 
STA and therefore the item remains ‘subject to the EAR’ until all conditions of the Prior 
Consignee statement are met.  The impact on 600 series items is a restriction on the availability 
of De Minimis per §734.4 since a condition of the Prior Consignee statement is the item is 
destined for end-use by an A5 government.   


On the other hand, for 600 series items received under an approved BIS license, the non-U.S. 
party is able to “de minimize” the content and re-export to a non-A5 country.   







 


Thus, there is little incentive for larger programs using multiple suppliers to use STA. 


A more significant compliance risk occurs when the same items are received via different 
shipments with some using STA and some using a BIS license.  In this case, the non-U.S. party 
must then establish two tracking mechanisms for the same part to ensure compliance with the 
conditions of STA.  This is not only costly, but compounds the likelihood of compliance mistakes 
and results in a general reluctance to use STA. 


 


We recommend that BIS allows use of De Minimis for items received under STA.  This will 
harmonize the conditions on 600 series content received either under a BIS license or under STA 
as well as the compliance conditions under which a non-U.S. company must manage its 600 
series inventory.  In any case, the restrictions on exports and re-exports to D5 countries remain. 


We recommend the following amendment to 740.20: 


740.20 e) Limitations on subsequent export, reexports or in country transfers 


…….. 


If a commodity has been exported, reexported or transferred in country pursuant to this 
section and is incorporated into a Foreign made items, the provisions of 734.4 apply 


 
 
For further information, please contact Corinne Kaplan at 703-466-5741 or 
Corinne.Kaplan@eads-na.com. 


Respectfully, 


      


Pierre Cardin       Alexander Groba 


SVP, Group Export Compliance Officer   Coordinator U.S. Regulations  
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Management. P.O. Box 3707. Me 2H-65.
Seattle. WA 98124-2207; telephone 206-
544-5000. extension 1; fax 206-766-5680;
Internet Mtps:/ /www.myboein?fle~t.com. ~ou
may view this reference~ service ~nformatlOn
at the FAA. Transport AIrplane Directorate,
1601 Lind Avenue SW., enton, Washington.
For information on the availability of this
material at the FAA, call 425-227-1221.
Issued in Renton, Washington. on


September 29, 2015.
Jeffrey E. Duven,
Manager, Transport Airplane Directorate.
Aircraft Certification Service.
(FR Doc. 2015-25709 Filed HHl-15; 8:45 am]


BILUNG CODE 491()-13-P


DEPARTMENT OF COMMERCE


Bureau of Industry and Security


15 CFR Part 774


[Docket No. 150820757-5757-01)


Commerce Control List: Request for
Comments Regarding Controls on
Military Vehicles, Vessels of War,
Submersible Vessels, Oceanographic
Equipment, and Auxiliary and
Miscellaneous Military Equipment


AGENCY: Bureau of Industry and
Security, Commerce.
ACTION: Notice of inquiry.


SUMMARY: The Bureau of Industry and
Security (BIS). Department of
Commerce, maintains the Export
Administration Regulations, including
the Commerce Control List (CCL).The
Export Control Reform Initiative, a
fundamental reform of the U.S. export
control system, has resulted in t~ansfer
to the CCLof items that the President
has determined do not warrant control
on the United States Munitions List
(USML). including certain milit~
vehicles, vessels of war, submersible
vessels, oceanographic equipment,
auxiliary and miscellaneous military
equipment, and related items therefor.
The USML is part of the Interna.tio~al
Traffic in Arms Regulations maintained
by the Department of S.tate. Th~ough
this notice, BIS is seeking pubhc
comments to perform a complementary
review of the aforementioned items on
the CCL, concurrent with the
Department of State's r.ev~ewof the
controls implemented III Its recent
revisions to Categories VI, vn, XIII, and
XX of the USML (which control surface
vessels of war and special naval
equipment, milit~ groun.d vehicles,
miscellaneous military articles and
materials. submersible vessels, and
related items therefor). to ensure that
the descriptions of these items on the


CCL are clear, do not inadvertently
control items in normal commercial use,
account for technological developments,
and properly im~lemen~ the n.ati~nal
security and foreign pohcy objectives of
the reform effort. This notice also
furthers the retrospective regulatory
review directed by the President in
Executive Order 13563.
DATES: Comments must be received by
BIS no later than December B, 2015.


ADDRESSES: Comments may be
submitted to the Federal rulemaking
portal (hltp:llwww.regulation~.gov). !'"ou
can find this notice by searching on Its
regulations.gov docket number, which is
BIS-2015-0039. Comments may also be
submitted via email to
publiccommmentsisbis.doc.gov or on
paper to Regulatory Policy Di~ision,
Bureau of Industry and Security, Room
2099B, U.S. Department of Commerce,
Washington, DC 20230. Please refer to
RIN 0694-XC025 in all comments and
in the subject line of email comments.
All comments (including any personally
identifying information) will be made
available for public inspection and
copying. Commerce's full p~an for
retrospective regulatory review can be
accessed at: http://open.commerce.govl
newsI2011108123/commerce-plan-
retrospective-analysis-existing-rules.
FOR FURTHER INFORMATION CONTACT: For
questions regarding ground vehicles and
related items (ECCNs OA606, OB606,
OC606, OD606and oE606), contact Ge~e
Christiansen, Office of National Security
and Technology Transfer Controls, at
202-4B2-29B4 or gene.christiansen@
bis.doc.gov. For questions regarding
surface vessels and related items
(ECCNs BA609, BB609, BC609, 8D609
and BE609) or submersible vessels and
related items (ECCNs 8A620, 8B620,
8D620, and 8E620), contact Alexander
Lopes, Office of Nonproliferation and
Treaty Compliance, at 202-482-4875 or
alexander.lopes@bis.doc.gov. For
questions regardi~g miscellaneous.
equipment, materials, and related items
(ECCNsOA617, OB617,OC617,.OD6~7,
and OE617). contact Michael Rithmire,
Office of National Security and
Technology Transfer C?ntr~ls, at 202-
482-6105 or michael.rithmiteis
bis.doc.gov. For questions regardin.g
license applications for any of the Items
specified above, contact Eie?a Love,
Thomas DeFee or Jeffery Leitz of the
Office of Strategic Industries and
Economic Security, by phone, at 202-
482-4506, or by email, at Elena.Love@
bis.doc.gov, Thomas.DeFee@bis.doc.gov,
or Jeffrey.Leitz@bis.doc.gov.
SUPPLEMENTARY INFORMATION:


Background
The Bureau of Industry and Security


(BIS), Department of Commerce
maintains the Export Administration
Regulations, including the Commerce
Control List (CCL).The Export Control
Reform Initiative, a fundamental reform
of the U.S. export control system,.has
resulted in transfer to the CCL of Items
that the President has determined do
not warrant control on the United States
Munitions List (USML), including
certain military vehicles, vessels of war,
submersible vessels, oceanographic
equipment, auxiliary and miscel~aneous
military equipment, and related Items
therefor. The USML is part of the
International Traffic in Arms
Regulations maintained by the .
Department of State. Through this
notice, BIS is seeking comme~ts to
perform a complementary review of
military vehicles, vessels of war, .
submersible vessels, oceanographic
equipment, auxiliary and miscel~aneous
military equipment, and related Items
on the CCL, concurrent with the
Department of State's r.ev~ewof the
controls implemented III Its recent
revisions to Categories VI, VII, XIII, and
XX of the USML (which control surface
vessels of war and special naval
equipment, milil~ groun~ vehicles,
miscellaneous military articles and
materials, submersible vessels, and
related items therefor), to ensure that
the descriptions of these items on the
CCL arc clear, do not inadvertently
control items in normal commercial use,
account for technological developments,
and properly implement the n.ati~nal
security and foreign policy objectives of
the reform effort.
Specifically, BIS is soliciting


comments on the clarity, usability and
any other matters relat~~ to .•.
implementation of the 600 serres
Export Control Classification Numbers
(ECCNs) that control the following
items, as well as certain items related
thereto: military vehicles (ECCNs
OA606,OB606,OC606,OD606,and
OE606);vessels of war (ECCNs BA609,
8B609, 8C609, 8D609, and 8E609); .
submersible vessels and oceanographic
equipment (ECCNs 8A620, BB620,
8D620, and 8E620); and auxiliary and
miscellaneous military equipment
(ECCNs OA617, OB617, OC617, OD617,
and OE617).
The Export Control Reform Initiative:
USML Review and the CCL


A core element of the Export Control
Reform (ECR)Initiative has been the
streamlining of categories on the USML
and the control on the CCL of those
items that the President determines do



http://open.commerce.govl
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not warrant USML control. On
December 10, 2010, the Department of
State provided notice to the public of its
intent, pursuant to the ECR Initiative, to
revise the USML to create a more
"positive list" that describes controlled
items using, to the extent possible,
objective criteria rather than broad,
open-ended, subjective, or design
intent-based criteria (see 75 FR 76935).
As a practical matter, this meant
revising USML categories so that, with
some exceptions, the descriptions of
defense articles that continued to
warrant control under the USML did not
use catch-all phrases, such as "specially
designed" or "specifically designed or
modified," to control unspecified items.
With limited exceptions, the defense
articles that continued to warrant
control under the USML were those that
provided the United States with a
critical military or intelligence
advantage. Items that no longer
warranted control under the USML were
to become subject to the jurisdiction of
the Department of Commerce under the
Export Administration Regulations
(EAR). Since that time, the Departments
of State and Commerce have jointly
published final rules in which,
collectively, the Department of State has
made revisions to fifteen of the USML
categories (each of which has been
restructured to provide a uniform and
more "positive list" of controlled items)
and the Department of Commerce has
made corresponding revisions to the
CCL.
The advantage of revising the USML


into a more positive list is that its
controls can be tailored to satisfy the
national security and foreign policy
objectives of the ITAR by maintaining
control over those defense articles that
provide a critical military or intelligence
advantage, or otherwi e warrant control
under the ITAR, without inadvertently
controlling items in normal commercial
use. This approach, however, requires
that both the USML and the CCLbe
regularly revised and updated to
address technological developments,
practical application issues identified
by exporters and reexporters, and
changes in the military and commercial
applications of items affected by the
USML and the "600 series" ECCNs on
the CCL.
Consistent with the approach


described above, this notice of inquiry
requests public comments as part of a
complementary review of changes to the
EAR and the ITAR based on the ECR
Initiative and implemented by a set of
rules, published by the Departments of
State and Commerce, that became
effective on January 6, 2014. These rules
implemented revisions to Category VI


(surface vessels of war and special naval
equipment), Category VII (ground
vehicles), Category XIII (materials and
miscellaneous articles), and Category
XX (submersible vessels and related
articles) on the USML (see 78 FR 40922)
and added the following "600 series"
ECC s to the CCL (see 78 FR 40892):
ECCNs OA606, OB606,OC606, OD606,
and OE606 (military vehicles and related
items); ECCNs 8A609, 8B609, 8C609,
8D609, and 8E609 (vessels of war and
related items); ECC s 8A620, 8B620,
8D620, and 8E620 (submersible vessels,
oceanographic equipment and related
items); and ECC s OA617, OB617,
OC617,00617, and OE617 (auxiliary and
miscellaneous military equipment). The
Department of State is seeking
comments from the public on the
condition and efficacy of the revised
Categories VI, VII, XIII, and XX and
whether they are meeting the ECR
objectives for the list revisions. BIS will
make any changes to the CCL that it
determines are necessary to complement
revisions to the USML by the
Department of State. In addition,
through this notice of inquiry, BIS is
independently seeking comments on
how to improve the implementation of
the aforementioned "600 series" ECCNs
on the CCL.


Executive Order 13563


On January 18, 2011, President Barack
Obama issued Executive Order 13563,
affirming general principles of
regulation and directing government
agencies to improve regulation and
regulatory review. Among other things,
the President stressed the need for the
regulatory system to allow for public
participation and an open exchange of
ideas, as well as promote predictability
and reduce uncertainty. The President
also emphasized that regulations must
be accessible, consistent, written in
plain language, and easy to understand.
As part of its ongoing effort to ensure
that its regulations are clear, effective,
and up-to-date, BIS is issuing this notice
soliciting public comments.
Dated: October 5, 2015.


Matthew S. Borman,
Depu tyAssista.n t Secretary for Export
Administration.
[FR Doc. 2015-25752 Filed 10-&-15; 8:45 am)


BILLING CODE 3510-33-1'


DEPARTMENT OF STATE


22 CFR 121


[Public Notice: 9313]


Notice of Inquiry; Request for
Comments Regarding Review of
United States Munitions List
Categories VI, VII, XIII, and XX


AGENCY: Department of State.
ACTION: Notice of inquiry, request for
comments.


SUMMARY: The Department of State
requests comments from the public to
inform its review of the controls
implemented in recent revisions to
Categories VI, VII, XIII and XX of the
United States Munitions List (USML). In
light of the ongoing transition of the
USML to a more "positive list" pursuant
to the President's Export Control Reform
(ECR) initiative, the Department intends
to periodically review the revised USML
categories to ensure that they arc clear,
do not inadvertently control items in
normal commercial use, account for
technological developments, and
properly implement the national
security and foreign policy objectives of
the reform effort. This review will also
consider any drafting issues related to
the USML categories under review.
DATES: The Department of State will
accept comments from the public until
December 8, 2015.
ADDRESSES: Interested parties may
submit comments by one of the
following methods:
• Email: DDTCPublicComments@


siate.gov with the subject line, "Review
of USML Categories VI, VII, XIII and
XX."
• Internet: At www.regulations.gov,


search for this notice using its docket
number, D08-2015-0054.
Comments submitted through


www.regulations.govwill be visible to
other members of the public; the
Department will publish all comments
on the Directorate of Defense Trade
Controls Web site
(www.pmddtc.state.gov). Therefore,
commenters are cautioned not to
include proprietary or other sensitive
information in their comments.
FOR FURTHER INFORMATION CONTACT: Mr.
C. Edward Peartree, Director, Office of
Defense Trade Controls Policy,
Department of State, telephone (202)
663-2792; email
DDTCPublicComments@state.gov.
ATTN: Review ofUSML Categories VI,
VII, XIII and XX.
SUPPLEMENTARY INFORMATION:



http://www.regulations.gov,

http://www.regulations.govwill
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 Northrop Grumman Corporation 
 Corporate Office 
 
 Global Trade Management 


2980 Fairview Park Drive 
 Falls Church, VA 22042 


 
 
December 14, 2015 
 
Regulatory Policy Division 
Bureau of Industry and Security, Room 2099B 
U.S. Department of Commerce 
Washington, DC 20230 
 
SUBJECT: RIN 0694–XC025 
 
 
To whom it may concern, 
 
Northrop Grumman Corporation wishes to thank the Department for the opportunity to submit 
comments regarding reforms of the U.S. export control system. In response, we provide the 
following: 
 
 
1. Multiple USML category entries. (For Information Purposes only) We recommended that 
the Department of State (DoS) undertake a comprehensive review of all categories/entries in 
the USML in order to reconcile where multiple USML category entries describe or control the 
same or similar commodities. Since the classification of most “600 series” controlled parts, 
components, accessories, attachments, etc. is dependent upon the classification of the USML 
controlled end item, if this recommended review occurs, resultant changes will impact 
classifications on the CCL as well.  Duplicate entries cited as examples to the DoS included:   
 


 Fire control systems controlled in USML VII(g)(12), VIII(h)(16), the catch-all XX(c), and 
XII(a).    


 Active protection systems, which dependent upon platform and configuration, may be 
controlled in USML VI(f)(7), VII(g)(2), XI(a)(3)(xiv), XI(a)(4), IV(c).   


 Underwater mine detection systems controlled in IV(c), VI(f)(8) if deployed by aircraft, 
XI(a)(1), and  XII(b).  


 Cameras controlled in XIII(a) and Cat XII(c).  


 Radar Target Generators controlled in IX(a)(9) and XI(a)(3)(xxviii) and simulators 
controlled in IX(b)(1) as well as XI(a)3(xxviii). 


 
2.  3A611 ASICs, PCBs, & multichip modules.   (Note: These entries control ASICs, PCBs 
and multichip modules across all CCL categories.)  We recommend CCL 3A611.(f-h) & 
3A611.y(14-16) entries to be reserved and these items only be controlled if the function they 
perform is enumerated on the CCL or described in a “.y” paragraph, otherwise they are subject 
to the catch and release criteria as part of the “.x” catch-all paragraph.  For example, a PCB 
which is a part of an 8A609.y.1 military ship’s public address system would likewise be 
controlled under 8A609.y.1 verses 3A611.y.15.  A PCB which is a part of an 8A620.b semi-
submersible cargo transport would remain 8A620.b and not take on higher reasons for control 
under 3A611.g simply because it is a PCB.    
 
3.  Cables, cable assemblies, and connectors.  We recommend all “specially designed” 
cables, connectors, and cable assemblies for data and power be controlled under 3A611.y.1 or 







 


2 
 


another “.y” entry.  Cables, cable assemblies, and connectors for ground vehicles already have 
“.y” controls in 0A606.y.6. We recommend the same level of control for airborne, surface & 
subsurface vessels, as well as fixed sites.  All “specially designed” electrical connectors, 
regardless of platform, are also already controlled under 3A611.y.  These “specially designed” 
3A611.y connectors are also usually on “modified for fit purposes” to connect two ends of wire 
or fiber with a military interface.  Currently, many “specially designed” cables and cable 
assemblies are in a “.x” category depending on the platform, or in some cases dependent upon 
the type of data passing through the cable.  The technology associated with transmitting data 
and transferring power across wire or fiber optics however is very common, with the most 
capable cables, cable assemblies and connectors being commercial, not military, and EAR 99 
controlled.  Cable and cable assemblies are also far less technical and capable than many other 
items which have been given “.y” controls.   
 
4. Consistent syntax and controls for similar/same items on various platforms.  The 
following comment was previously submitted under the Request for Comments Regarding 
Controls on Military Aircraft and Military Gas Turbine Engines on the Commerce Control List 
(RIN 0694-XC023); but also applies for the categories subject to this review. 
 
In general, recommend a consistent use of syntax and terms throughout the entire “600 series” 
for all categories to increase clarity and understanding by industry. For example, 
compare/contrast how the terms “hydraulic” and “for” are used/not used in the following entries: 
 


 9A610.y.4 Check valves for hydraulic and pneumatic systems; 


 9A610.y.8 Filters and filter assemblies for hydraulic, oil and fuel systems; and 


 9A610.y.10 Hydraulic and fuel hoses, straight and unbent lines, fittings, couplings, and 
brackets. 


 
The availability and level of technology for “check values” does not change if made for water, oil, 
gas, or hydraulic fluid. The term “hydraulic” as used in “y.4” should represent all types of liquids 
as is the traditional definition. However, “y.8” and “y.10” use the term “hydraulic” in succession 
with other liquids “fuel” and/or “oil” which implies the term “hydraulic” in all entries is restricted to 
just hydraulic fluid, thus making check valves for oil, gas, and water “9A610.x” controlled. The 
use of the word “for” in the first two entries “y.4” and “y.8” and the lack of the same syntax in 
“y.10” implies the terms “hydraulic and fuel” only describe the “hoses” and is not “for” describing 
the “straight and unbent lines, fittings, couplings, and brackets” indicating any type of the latter 
items are “y.10” controlled. 
 
The same issues exist and the intent of the USG is even less clear when comparing the syntax 
of the same terms used in other categories as follows: 
 


 0A606.y.8 Hydraulic, fuel, oil, and air filters, other than those controlled by ECCN 1A004; 


 0A606.y.10 Hydraulic system hoses, fittings, couplings, adapters, and valves; 


 0A606.y.13 Pneumatic hoses, fittings, adapters, couplings, and valves; 


 8A609.y.2 Filters and filter assemblies, hoses, lines, fittings, couplings, and brackets for 
pneumatic, hydraulic, oil and fuel systems; 


 8A609.y.7 Potable water tanks, filters, valves, hoses, lines, fittings, couplings, and 
brackets; 


 9A619.y.2 Oil lines and tubes; 


 9A619.y.3. Fuel lines and hoses; 


 9A619.y.4. Fuel and oil filters; 
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The level of technology for these articles is the same irrespective of platform, but controls are 
inconsistently applied across categories. We therefor recommend “hydraulic” be defined as all 
types of liquids and “.y” controls regardless of end-item for all types of valves hoses, lines, 
fittings, couplings, brackets filters and filter assemblies for pneumatic and hydraulic systems. 
 
 
Should clarification or subsequent technical discussions be necessary, please contact either 
Steve Headley at james.headley@ngc.com, (703 280-4806), or myself at 
thomas.p.donovan@ngc.com  (703-280-4045). 
 
 
Sincerely,  
 
 
 
Thomas P. Donovan 
Director, Export Management 
Global Trade Management 
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