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RECORD OF PUBLIC COMMENTS

NOTIFICATION OF INQUIRY:
Request for Comments on Future Extensions of Temporary General License (TGL)

Publication in Federal Register: March 12, 2020 (85 FR 14428)

Comments originally due March 25, 2020, but extended to April 22, 2020*

SOURCE? SIGNER(S) DATE
OF COMMENT
1. Individual Jay Westfall 3/12/20
2. Individual Jeffrey Allen 3/13/20
3. Individual Irl Smith 3/19/20
4. Anonymous Anonymous 3/19/20
5. CompTIA Ken Montgomery, et al. 3/25/20
6. Mavenir Charles Scott Gilbert 3/25/20
7. Competitive Carriers Association and Alexi Maltas, et al. 3/25/20
The Rural Broadband Association
8. Individual Steve Lowen 3/25/20
9. Anonymous Anonymous 3/25/20
10. | Individual Ernesto Starri 3/25/20
11. | Individual Tana Trichel 3/26/20
12. | Individual Joseph Scheible 3/26/20
13. | GSM Association (GSMA) David Walsh 3/26/20
14. | Anonymous Anonymous 3/27/20
15. | Individual Michael Blackhurst 3/29/20
16. | Anonymous Anonymous 4/14/20
17. | InterDigital, Inc.* Robert S. Stein 3/25/20
18. | Tech Data, Inc. Rob Auslander 3/25/20
19. | Verifone, Inc. Alexander W. Koff 3/31/20
20. | Rural Wireless Association (RWA) Carri Bennet 4/22/20
21. | The U.S. Chamber of Commerce Christopher D. Roberti, et al. 4/22/20
22. | Global Business Alliance Nancy McLernon 4/22/20
23. | Computer & Communications Industry Vann Bentley 4/22/20
Association (CCIA)

24. | CTIA — The Wireless Association Thomas C. Power 4/22/20
25. | Hughes Network Systems, LLC* Margaret S. Ververis, et al. 4/22/20

! Notification of inquiry; reopening comment period published March 27, 2020 (85 FR 17300).

2 Sources followed by an asterisk also submitted Business Confidential comments.
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Availability of NPRMs

An electronic copy of this document
may be downloaded through the
internet at https://www.regulations.gov.
Recently published rulemaking
documents can also be accessed through
the FAA’s web page at https://
www.faa.gov/air-traffic/publications/
airspace-amendments/.

You may review the public docket
containing the proposal, any comments
received, and any final disposition in
person in the Dockets Office (see the
ADDRESSES section for the address and
phone number) between 9:00 a.m. and
5:00 p.m., Monday through Friday,
except federal holidays. An informal
docket may also be examined during
normal business hours at the Federal
Aviation Administration, Air Traffic
Organization, Central Service Center,
Operations Support Group, 10101
Hillwood Parkway, Fort Worth, TX
76177.

Availability and Summary of
Documents for Incorporation by
Reference

This document proposes to amend
FAA Order 7400.11D, Airspace
Designations and Reporting Points,
dated August 8, 2019, and effective
September 15, 2019. FAA Order
7400.11D is publicly available as listed
in the ADDRESSES section of this
document. FAA Order 7400.11D lists
Class A, B, C, D, and E airspace areas,
air traffic service routes, and reporting
points.

The Proposal

The FAA is proposing an amendment
to Title 14 Code of Federal Regulations
(14 CFR) part 71 by establishing Class E
airspace extending upward from 700
feet above the surface at Dean Griffin
Memorial Airport, Wiggins, MS. This
action would enhance safety and the
management of IFR operations at the
airport.

Class E airspace designations are
published in paragraph 6005 of FAA
Order 7400.11D, dated August 8, 2019,
and effective September 15, 2019, which
is incorporated by reference in 14 CFR
71.1. The Class E airspace designation
listed in this document will be
published subsequently in the Order.

FAA Order 7400.11, Airspace
Designations and Reporting Points, is
published yearly and effective on
September 15.

Regulatory Notices and Analyses

The FAA has determined that this
proposed regulation only involves an
established body of technical
regulations for which frequent and
routine amendments are necessary to

keep them operationally current, is non-
controversial and unlikely to result in
adverse or negative comments. It,
therefore: (1) Is not a “‘significant
regulatory action” under Executive
Order 12866; (2) is not a “‘significant
rule” under DOT Regulatory Policies
and Procedures (44 FR 11034; February
26, 1979); and (3) does not warrant
preparation of a regulatory evaluation as
the anticipated impact is so minimal.
Since this is a routine matter that will
only affect air traffic procedures and air
navigation, it is certified that this
proposed rule, when promulgated,
would not have a significant economic
impact on a substantial number of small
entities under the criteria of the
Regulatory Flexibility Act.

Environmental Review

This proposal will be subject to an
environmental analysis in accordance
with FAA Order 1050.1F,
“Environmental Impacts: Policies and
Procedures” prior to any FAA final
regulatory action.

List of Subjects in 14 CFR Part 71

Airspace, Incorporation by reference,
Navigation (air).

The Proposed Amendment

Accordingly, pursuant to the
authority delegated to me, the Federal
Aviation Administration proposes to
amend 14 CFR part 71 as follows:

PART 71—DESIGNATION OF CLASS A,
B, C, D, AND E AIRSPACE AREAS; AIR
TRAFFIC SERVICE ROUTES; AND
REPORTING POINTS

m 1. The authority citation for 14 CFR
part 71 continues to read as follows:

Authority: 49 U.S.C. 106(f), 106(g); 40103,
40113, 40120; E.O. 10854, 24 FR 9565, 3 CFR,
1959-1963 Comp., p. 389.

§71.1 [Amended]

m 2. The incorporation by reference in
14 CFR 71.1 of FAA Order 7400.11D,
Airspace Designations and Reporting
Points, dated August 8, 2019, and
effective September 15, 2019, is
amended as follows:

Paragraph 6005 Class E Airspace Areas
Extending Upward From 700 Feet or More
Above the Surface of the Earth.

* * * * *

ASOMS E5 Wiggins, MS [New]

Dean Griffin Memorial Airport, MS
(Lat. 30°54’35” N, long. 089°0941” W)
That airspace extending upward from 700
feet above the surface within a 6.6-mile
radius of Dean Griffin Memorial Airport,
excluding that airspace within Desoto 1 and
Desoto 2 MOAs, when active.

Issued in Fort Worth, Texas, on March 5,
2020.

Wayne Eckenrode,

Acting Manager, Operations Support Group,
ATO Central Service Center.

[FR Doc. 2020-05021 Filed 3—11-20; 8:45 am]
BILLING CODE 4910-13-P

DEPARTMENT OF COMMERCE

Bureau of Industry and Security

15 CFR Part 744

[Docket No. 200310-0073]

RIN 0694-ZA02

Request for Comments on Future

Extensions of Temporary General
License (TGL)

AGENCY: Bureau of Industry and
Security, Commerce.
ACTION: Notification of inquiry.

SUMMARY: The Bureau of Industry and
Security (BIS) is requesting comments
on future extensions of a temporary
general license under the Export
Administration Regulations (EAR). BIS
is requesting these comments to assist
the U.S. Government in evaluating
whether the temporary general license
should continue to be extended, to
evaluate whether any other changes may
be warranted to the temporary general
license, and to identify any alternative
authorization or other regulatory
provisions that may more effectively
address what is being authorized under
the temporary general license.

DATES: Submit comments on or before
March 25, 2020.

ADDRESSES: You may submit comments,
identified by docket number BIS 2020-
0001 or RIN 0694—-ZA02, through the
Federal eRulemaking Portal: http://
www.regulations.gov. Follow the
instructions for submitting comments.

All filers using the portal should use
the name of the person or entity
submitting comments as the name of
their files, in accordance with the
instructions below. Anyone submitting
business confidential information
should clearly identify the business
confidential portion at the time of
submission, file a statement justifying
nondisclosure and referencing the
specific legal authority claimed, and
provide a non-confidential version of
the submission.

For comments submitted
electronically containing business
confidential information, the file name
of the business confidential version
should begin with the characters “BC.”
Any page containing business



https://www.faa.gov/air-traffic/publications/airspace-amendments/

https://www.faa.gov/air-traffic/publications/airspace-amendments/

https://www.faa.gov/air-traffic/publications/airspace-amendments/

https://www.regulations.gov

http://www.regulations.gov

http://www.regulations.gov
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confidential information must be clearly
marked “BUSINESS CONFIDENTIAL”
on the top of that page. The
corresponding non-confidential version
of those comments must be clearly
marked “PUBLIC.” The file name of the
non-confidential version should begin
with the character “P.” The “BC” and
“P” should be followed by the name of
the person or entity submitting the
comments or rebuttal comments. All
filers should name their files using the
name of the person or entity submitting
the comments. Any submissions with
file names that do not begin with a “BC”
or “P” will be assumed to be public and
will be made publicly available through
http://www.regulations.gov.

FOR FURTHER INFORMATION CONTACT:
Director, Regulatory Policy Division,
Bureau of Industry and Security,
Department of Commerce, by phone at
(202) 482-2440 or email at rpd2@
bis.doc.gov.

SUPPLEMENTARY INFORMATION:

Background

As published on May 22, 2019 (84 FR
23468), extended and amended through
a final rule published on August 21,
2019 (84 FR 43487), and as currently
extended through a final rule published
on February 18, 2020 (85 FR 8722)
Commerce has authorized the temporary
general license (TGL) to Huawei
Technologies and 114 of its non-US
affiliates on the Entity List. This
extension authorizes support of existing
networks and equipment as well as the
support of existing mobile services.
Exporters, reexporters, and transferors
are required to maintain certifications
and other records, to be made available
when requested by BIS, regarding their
use of the temporary general license.
This TGL in Supplement No. 7 to part
744 of the Export Administration
Regulations (EAR) is limited to
authorizing transactions to one or more
of the activities described in paragraphs
(c)(1) through (3) of the TGL, destined
to Huawei Technologies Co., Ltd.
(Huawei) or any of its affiliates listed on
the Entity List.

As published on May 22, 2019 (84 FR
22961), and as revised and clarified by
a final rule published on August 21,
2019 (84 FR 43493), any exports,
reexports, or in-country transfers of
items subject to the EAR to any of the
listed Huawei entities as of the effective
date they were added to the Entity List
continue to require a license, with the
exception of transactions explicitly
authorized by the temporary general
license and eligible for export, reexport,
or transfer (in-country) prior to May 16,
2019 without a license or under a

license exception. License applications
will continue to be reviewed under a
presumption of denial, as stated in the
Entity List entries for the listed Huawei
entities.

No persons are relieved of other
obligations under the EAR, including
but not limited to licensing
requirements to the People’s Republic of
China (PRC or China) or other
destinations and the requirements of
part 744 of the EAR. The temporary
general license also does not authorize
any activities or transactions involving
Country Group E countries (i.e., Cuba,
Iran, North Korea, Sudan, and Syria) or
nationals.

Request for Comments on Future
Extensions of Validity

BIS welcomes comments from the
public on the impact on companies,
organizations, individuals, and other
impacted entities in the following areas.

1. What would be the impact on your
company or organization if the
temporary general license is not
extended?

2. Given the TGL was implemented to
prevent the interruption of existing
network communication systems and
equipment, as set forth in paragraphs
(c)(1) through (3) of the TGL, and allow
time for companies and persons to shift
to other sources of equipment, software
and technology (i.e., those not produced
by Huawei or one of its listed affiliates),
what would be required for your
organization or industry to achieve such
an end-state? For your industry or
organization how long would it take
until the authorization(s) in the
temporary general license would no
longer be required? What are costs
associated with this shift and are there
issues where the prohibited equipment,
software and technology are prevalent
and alternative solutions may not be
available? Are there specific use cases
where cessation of use is not feasible?

3. If the TGL is extended, what
potential revisions should BIS consider
to enhance effectiveness for both
covered transactions and transactions
outside of the scope of the temporary
general license?

4. What potential alternatives to either
extending the TGL or allowing it to
expire will facilitate compliance with
the supplemental requirements of the
Entity List entries for Huawei and its
listed affiliates while reducing
complexity for implementation
purposes?

5. There may be further costs
associated with the current extension or
non-extension of the current TGL (e.g.,
lost business opportunities)—what are

they and what additional guidance
should BIS consider?

Instructions for the submission of
comments, including comments that
contain business confidential
information, are found in the ADDRESSES
section of this notice.

Dated: March 10, 2020.
Richard E. Ashooh,

Assistant Secretary for Export
Administration.

[FR Doc. 2020-05194 Filed 3—-10-20; 4:15 pm]
BILLING CODE 3510-33-P

DEPARTMENT OF VETERANS
AFFAIRS

38 CFR Part 17
RIN 2900-AP39
Adaptive Equipment Allowance

AGENCY: Department of Veterans Affairs.
ACTION: Proposed rule.

SUMMARY: This document proposes to
amend the Department of Veterans
Affairs (VA) regulations governing the
provision of a monetary allowance to
certain veterans and eligible members of
the Armed Forces who require adaptive
equipment to operate an automobile or
other conveyance. This proposed rule
would establish in regulation a VA
Adaptive Equipment Schedule for
Automobiles and Other Conveyances to
calculate the amount of the monetary
allowance for adaptive equipment (AE)
based on industry standards and our
experience administering this program.
This rulemaking addresses
reimbursement to eligible persons who
have paid for AE and payments made by
VA directly to registered AE providers,
but not the eligibility requirements to
receive adaptive equipment.

DATES: Comments must be received by
VA on or before May 11, 2020.
ADDRESSES: Written comments may be
submitted through http://
www.Regulations.gov; by mail or hand-
delivery to: Director, Office of
Regulation Policy and Management
(OOREG), Department of Veterans
Affairs, 810 Vermont Avenue NW,
Room 1064, Washington, DC 20420; or
by fax to (202) 273-9026. (This is not a
toll-free telephone number.) Comments
should indicate that they are submitted
in response to “RIN 2900—-AP39,
Adaptive Equipment Allowance.”
Copies of comments received will be
available for public inspection in the
Office of Regulation Policy and
Management, Room 1064, between the
hours of 8 a.m. and 4:30 p.m., Monday
through Friday (except holidays). Please



http://www.Regulations.gov
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As of: 3/24/20 8:48 AM
Received: March 12, 2020

Status: Pending Post
PUBLIC SUBMISSION Tracking No. 1kd-fig-jkle
Comments Due: March 25, 2020
Submission Type: Web

Docket: BIS-2020-0001
Request for Comments on Future Extensions of Validity of Temporary General License

Comment On: BIS-2020-0001-0001
Request for Comments on Future Extensions of Temporary General License (TGL)

Document: BIS-2020-0001-DRAFT-0001
Comment on FR Doc # 2020-05194

T

Submitter Information

Name: Jay Westfall
Address:
6217 Spoon Bill St
Katy, TX, 77493
Email: cubswinholycow(@yahoo.com
Phone: 2813916804

General Comment

Huawei must be stopped from supplying anything related to any free country's telecomm
systems. They are owned by Communist China. Stop selling them anything because they steal
American technology.

End their ability to sell in the world, NOW!

3/24/2020
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As of: 4/15/20 3:41 PM
Received: March 25, 2020
Status: Posted
PUBLIC SUBMISSION Posted: April 15, 2020
Tracking No. 1k4-9frb-r1j5
Comments Due: April 22, 2020
Submission Type: Web

Docket: BIS-2020-0001
Request for Comments on Future Extensions of Validity of Temporary General License

Comment On: BIS-2020-0001-0001
Request for Comments on Future Extensions of Temporary General License (TGL)

Document: BIS-2020-0001-0012
Public comment 10. Individual. E. Starri. 3-25-20

Submitter Information

Name: Ernesto Starri
Address:
6690 Doolittle Avenue
Riverside, CA, 92503
Email: estarri@]11 1rfpower.com
Phone: (951) 343-4005

T

General Comment

Huawei should not be allowed to do any business in the USA. Their products are a method to
infiltrate our communication system to penetrate through it the security of the infrastructure, a
hazard to our National Security.

They are owned by Communist China. Anything we sell to them will be duplicated, modified
and used for other purposes like to supplement their Defense. Let us not kid ourselves here,
China is our enemy, commercially and Militarily. Their goal is to supplant us as the world
Superpower, by harming us in any possible way. Unfortunately with, the technology that we
have supplied to them by previous Administrations.

Huawei like any othet Chinese Comany that deal with Electronics is/are a front company owned
by the Communist Party of China that spies on us

I strongly recommend that No license should be given not jut to Huawei but every Chinese
company.

As a owner of a Company and a leader in the RF Industry, that design and sell sophisticated
Electronic Equipment commercially and Militarily, I see the copying of the Technology first
hand. Years of work in developing the Technology just almost given for free.

https://www.fdms.gov/fdms/getcontent?objectld=0900006484469dfb& format=xml&show... 4/15/2020
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As of: 4/16/20 7:37 AM
Received: March 26, 2020
Status: Posted
PUBLIC SUBMISSION Posted: April 16, 2020
Tracking No. 1k4-9frh-zxwq
Comments Due: April 22, 2020
Submission Type: Web

Docket: BIS-2020-0001
Request for Comments on Future Extensions of Validity of Temporary General License

Comment On: BIS-2020-0001-0001
Request for Comments on Future Extensions of Temporary General License (TGL)

Document: BIS-2020-0001-0013
Public comment 11 on TGL NOI. Individual. T Trichel. 3-26-20

Submitter Information

Name: Tana Trichel
Address:

P O Box 6046

Monroe, LA, 71211
Email: ttrichel@gmail.com
Phone: 318 348 0826

T

General Comment

Please do not allow Huawei into our U.S. systems. We know the history of intellectual theft,
covert actions and less-than-honest dealings with the U.S. We, as a nation, are too trusting and
too easy on foreign countries that have and will do us harm. Please also extend the comment
period due to the interruption of business by the COVID-19 virus.

1. What would be the impact on your company or organization if the temporary general license
is not extended? No Change in our organization or ability to conduct business.

2. Given the TGL was implemented to prevent the interruption of existing network
communication systems and equipment, as set forth in paragraphs (c)(1) through (3) of the
TGL, and allow time for companies and persons to shift to other sources of equipment, software
and technology (i.e., those not produced by Huawei or one of its listed affiliates), what would
be required for your organization or industry to achieve such an end-state? For your industry or
organization how long would it take until the authorization(s) in the temporary general license
would no longer be required? What are costs associated with this shift and are there issues
where the prohibited equipment, software and technology are prevalent and alternative solutions

https://www.fdms.gov/fdms/getcontent?objectld=0900006484469c42 & format=xml&show... 4/16/2020
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may not be available? Are there specific use cases where cessation of use is not feasible?
Cost is unknown, but funds are not available to choose an alternative. if you don't authorize, no
company will be out unnecessary costs.

3. If the TGL is extended, what potential revisions should BIS consider to enhance effectiveness
for both covered transactions and transactions outside of the scope of the temporary general
license?

Don't extend it. The company has a history of unscrupulous dealings. Why risk the intelligence
of the entire U.S.

4. What potential alternatives to either extending the TGL or allowing it to expire will facilitate
compliance with the supplemental requirements of the Entity List entries for Huawei and its
listed affiliates while reducing complexity for implementation purposes?

I have no answer for this.

5. There may be further costs associated with the current extension or non-extension of the
current TGL (e.g., lost business opportunities)what are they and what additional guidance
should BIS consider? Non extension does not risk my business nor create extra costs, nor
expose my intellectual capital to be copied and used without compensation in China.

https://www.fdms.gov/fdms/getcontent?objectld=0900006484469c42 & format=xml&show... 4/16/2020






Page 1 of 1

As of: 4/16/20 7:54 AM

Status: Posted

PUBLIC SUBMISSION Posted: April 16, 2020

Submission Type: Web

Received: March 26, 2020

Tracking No. 1k4-9frp-cxiq
Comments Due: April 22, 2020

Docket: BIS-2020-0001
Request for Comments on Future Extensions of Validity of Temporary General License

Comment On: BIS-2020-0001-0001
Request for Comments on Future Extensions of Temporary General License (TGL)

Document: BIS-2020-0001-0014
Public comment 12 on TGL NOI. Individual. J Scheible. 3-26-20

Submitter Information

Name: Joseph Scheible

General Comment

I believe all government agencies should only deal with US based companies the same as the

Pentagon.

We rely too heavily on outside sources just to save a dime and it has been and continues to

harm our country.
Made in the USA should be the motto for all federal agencies.

https://www.fdms.gov/fdms/getcontent?objectld=090000648446b1f5& format=xml&show...
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Before the Department of Commerce
Bureau of Industry and Security
Washington, D.C.

In the Matter of )

)
Request for Comments on Future ) Docket No. BIS 2020-0001
Extensions of Temporary General ) RIN 0694-ZA02
License (TGL) )

)

COMMENTS OF GSMA
David Walsh

General Counsel

GSMA

The Walbrook Building, 25 Walbrook
London, EC4N 8AF, UK

Tel: +44 (0)207 356 0600

Fax: +44 (0)207 356 0601

March 25, 2020





Submitted electronically via https://www.regulations.gov

Mr. Richard E. Ashooh

Assistant Secretary for Export Administration
Bureau of Industry and Security

U.S. Department of Commerce

14th Street and Pennsylvania Avenue, NW
Washington, DC 20230

Re: Comments of the GSM Association on BIS’s Request for Comments on Future
Extensions of Temporary General License (TGL), Notification of Inquiry, Docket No.
BIS 2020-0001, RIN 0694-ZA02

Dear Mr. Ashooh:

On behalf of its members, the GSM Association (“GSMA”) submits these comments in response
to the Bureau of Industry and Security’s (“BIS”’) March 12, 2020 Request for Comments on Future
Extensions of Temporary General License (TGL).! Since it was first issued in May 2019, BIS’s
temporary general license (“TGL”) authorizing certain limited transactions with Huawei
Technologies Co., Ltd. and its affiliates listed on BIS’s Entity List (collectively, “Huawei”’) has
been extended four times and has been amended to limit participation in international
telecommunications standards setting activities.? All but one of these extensions has been
announced nearly simultaneously with the expiration date, leaving U.S and global consumers,
operators, and manufacturers in a perpetual state of uncertainty as to whether critical network

operation and security-related activities will continue to be permitted and for how long.

1 U.S. Department of Commerce, Bureau of Industry and Security, Request for Comments on Future Extensions of
Temporary General License (TGL), Notification of Inquiry, 85 Fed. Reg. 14428 (Mar. 12, 2020) (“NOI”).

2 See U.S. Department of Commerce, Bureau of Industry and Security, Temporary General License, Final Rule, 84
Fed. Reg. 23468 (May 22, 2019); U.S. Department of Commerce, Bureau of Industry and Security, Temporary
General License: Extension of Validity, Clarifications to Authorized Transactions, and Changes to Certification
Statement Requirements, Final Rule, 84 Fed. Reg. 43487 (Aug. 21, 2019); U.S. Department of Commerce, Bureau of
Industry and Security, Temporary General License: Extension of Validity, Final Rule, 84 Fed. Reg. 64018 (Nov. 20,
2019); U.S. Department of Commerce, Bureau of Industry and Security, Temporary General License: Extension of
Validity, Final Rule, 85 Fed. Reg. 8722 (Feb. 18, 2020); U.S. Department of Commerce, Bureau of Industry and
Security, Temporary General License: Extension of Validity, Final Rule, 85 Fed. Reg. 14416 (Mar. 12, 2020).

2





As GSMA has previously urged,® BIS policies regarding the scope and duration of the TGL must
promote stability and predictability, which are particularly important in the current environment
of substantial global economic uncertainty. Especially in light of the global challenges arising
from the COVID-19 pandemic, the effects of which are sure to last for many months, the private
sector should not be subjected to further economic uncertainties or burdens. BIS should refrain
from adopting policies that will disrupt the availability and quality of communications networks
and services around the world, which are proving to be vital to citizens and governments battling
the global COVID-19 pandemic. Accordingly, GSMA respectfully requests that BIS extend the
TGL for a minimum of an additional 18 months. As explained in greater detail below, additional
time is critical to U.S. and global consumers, operators, and manufacturers, especially as the
United States continues to work through policy issues related to supply chain regulation and the
promotion of viable alternatives to Huawei. GSMA also requests that BIS reinstate and modify
the authorization for activities in furtherance of or for the development of global
telecommunications standards.
A. Background on GSMA Interest and History of Proceeding

GSMA represents the interests of mobile network operators (some of which are also fixed
operators) around the world, uniting nearly 750 mobile operators with more than 400 companies
in the broader mobile ecosystem, including handset and device makers, software companies,
equipment providers, and Internet companies, as well as organizations in adjacent industry sectors.

GSMA has a history of collaboration with the U.S. government on security and economic issues,

% See Letter from J. Shane and M. Brown, Counsel to GSMA, to K. Nies-Vogel, BIS, re: Request for Extension of
Temporary General License to Permit Transactions with Huawei that Are Necessary for the Operation of
Telecommunications Networks and Provision of Critical Updates and Repairs for Consumers (Aug. 6, 2019).

3





with the shared goal of supporting deployment of interoperable advanced telecommunications
technologies.

Since Huawei was added to the Entity List in May 2019,* GSMA has been actively engaged with
BIS and GSMA’s members to address our shared interest in national security, network integrity,
and supply chain risk management. Huawei is the world’s largest telecommunications equipment
manufacturer, and its equipment is deployed in current-generation wireless networks across the
globe. The addition of Huawei to BIS’s Entity List as well as other recent U.S. government actions
have imposed significant costs on global operators and have shifted the market for equipment and
managed services. While these actions have improved the ability of some companies to compete
in certain markets, these actions have not yet led to the creation of new competitors. Supply chains
in many areas remain limited, and the transition remains costly and challenging. GSMA and its
members appreciate BIS’s flexibility and openness to industry input on the effects of the Entity
List designations and welcome the opportunity to submit these comments.

B. BIS Should Extend the TGL for a Minimum of an Additional 18 Months

As noted above, the TGL has been extended four times since it was first issued in May 2019, and
in all but one of these cases, the extension was announced almost simultaneously with the
expiration date. While GSMA appreciates BIS’s ongoing recognition that the TGL remains
necessary “to prevent the interruption of existing network communication systems and
equipment . . . and allow time for companies and persons to shift to other sources of equipment,
software and technology,”” such repeated, short-term extensions are not conducive to planning and

predictability in complex global operations and service delivery. BIS should therefore extend the

4 See U.S. Department of Commerce, Bureau of Industry and Security, Addition of Entities to the Entity List, Final
Rule, 84 Fed. Reg. 22961 (May 21, 2019).

5 NOI, 85 Fed. Reg. at 14429.





TGL for a minimum of 18 months in lieu of ad hoc 45- and 90-day extensions. Doing so will
promote predictability for industry participants across the U.S. and global economies, whose
supply chains and alternative sourcing are not ascertainable in 45- and 90-day time periods.

A long-term extension is particularly important for many U.S. operators currently faced with short-
term replacement burdens that could impact their service offerings, such as rural operators
struggling to implement recently enacted Federal Communications Commission (“FCC”)
restrictions and potential rip and replace obligations.® The recently enacted Secure and Trusted
Communications Networks Act, which mandates the establishment of a $1 billion reimbursement
fund over the next year to help small operators remove such equipment, highlights that replacing
Huawei equipment will require significant amounts of time and money.” Moreover, because most
countries are not subsidizing the removal of Huawei equipment, such equipment will remain in
existing networks around the world for the duration of its useful life.

Global operators similarly should not be strained at a time when they are focused on maintaining
service levels in underserved communities in the midst of a worldwide public health crisis.
Connectivity remains more vital than ever, regardless of whether a consumer is located in New
York City, Madrid, or Japan. The COVID-19 pandemic highlights the vital role that telehealth,
virtual meetings, online school, and social media are playing across the globe as governments,
non-governmental organizations, public health officials, and ordinary citizens deal with an

unprecedented global challenge that is expected to last 18 months or longer.?

6 See Federal Communications Commission, Protecting Against National Security Threats to the Communications
Supply Chain Through FCC Programs; Huawei Designation; ZTE Designation, Final Rule, 85 Fed. Reg. 230 (Jan. 3,
2020); Federal Communications Commission, Protecting Against National Security Threats to the Communications
Supply Chain Through FCC Programs, Proposed Rule, 85 Fed. Reg. 277 (Jan. 3, 2020).

7 See, e.g., A. Cullen, “Trump Signs $1B Bill To ‘Rip and Replace’ Huawei, ZTE Gear,” Law360 (Mar. 12, 2020),
available at https://www.law360.com/articles/1252892/trump-signs-1b-bill-to-rip-and-replace-huawei-zte-gear.

8 See P. Baker and E. Sullivan, “U.S. Virus Plan Anticipates 18-Month Pandemic and Widespread Shortages,” N.Y.
Times (Mar. 17, 2020), available at https://www.nytimes.com/2020/03/17/us/politics/trump-coronavirus-plan.html.
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C. BIS Should Work with Policymakers to Harmonize and Simplify U.S. Regulation of
Exports, Supply Chain Regulation, and National Security Evaluation of the
Communications Sector

The Federal Register notice asks about “potential alternatives” to extending the TGL. Numerous
work streams are underway in the United States to address supply chain security in telecoms, ICT,
and otherwise. GSMA urges BIS to consider its approach in the context of the other supply chain
and export control issues under consideration. For example, the Commerce rulemaking to
implement the Executive Order on supply chain security creates additional complexities for
companies with overseas operations and relationships. Likewise, Congress has been looking at
these companies in particular and at broader supply chain issues, as reflected in the recent Secure
and Trusted Communications Networks Act. GSMA urges BIS to try to simplify compliance
burdens and harmonize its approach to export controls as part of the government’s overall
approach to supply chain.

D. BIS Should Preserve the TGL’s Existing Authorizations

The TGL currently authorizes the following three categories of activity:

e Continued operation of existing networks and equipment;

e Support to existing personal consumer electronic devices and Customer Premises

Equipment; and

e Cybersecurity research and vulnerability disclosures.
GSMA urges BIS to retain clear protections for each of these categories. If the TGL is not
extended, consumers will be left with outdated handsets and other electronic devices and therefore
significantly more susceptible to cybersecurity threats. Securing handsets and other devices is a
collaborative process among manufacturers, operating system developers, and wireless network

operators, often requiring the provision of U.S. software and/or technology subject to export





restrictions. Although the device manufacturer engages in the bulk of the work required to build
security updates/patches, the collaborative process requires the provision of certain software
and/or technology that may be subject to the Export Administration Regulations (“EAR”) to
Huawei.

Moreover, the U.S. government has recognized that keeping software up to date is essential for
safeguarding against cyberattacks, and protecting consumers from identity theft, fraudulent
charges, and other cyber threats is of paramount importance. Indeed, to protect consumers against
malicious attacks, the Federal Trade Commission recommends that industry ensure that “all
mobile devices receive operating system security updates for a period of time that is consistent

® The ability to update devices is critical to help

with consumers’ reasonable expectations.”
wireless network operators stay ahead of threats in the current rapidly changing environment.
Limited engagement with Huawei to protect the security of devices in the market will continue to
benefit American and global consumers. In contrast, the inability to develop, manage, and supply
security updates to the millions of customers who have purchased Huawei devices — both in the
United States and around the world — would create an enormous gap in security.

It is also important that the TGL continue to authorize transactions necessary to maintain and
support existing and currently fully operational networks and equipment. Telecommunications

networks require massive, complex, and expensive infrastructures that can contain hundreds of

thousands of connected components spread throughout a network’s coverage area and require the

° Federal Trade Commission, Mobile Security Updates: Understanding the Issues, Commission Report February 2018
at 5, available at: https://www.ftc.gov/system/files/documents/reports/mobile-security-updates-understanding-
issues/mobile_security updates understanding_the issues publication_final.pdf; see also FCC, Press Release, FCC
Wireless Telecommunications Bureau Launches Inquiry into Mobile Device Security Updates (May 9, 2016),
available at: https://apps.fcc.gov/edocs_public/attachmatch/DOC-339256A1.pdf; DHS, Strategic Principles for
Securing the Internet of Things (loT) (Nov. 15, 2016), available at:
https://www.dhs.gov/sites/default/files/publications/Strategic_Principles for_Securing_the_Internet of Things-
2016-1115-FINAL....pdf.






support of thousands of individual employees, contractors, and service providers. Network
operators typically use multiple vendors to build and operate their networks to manage supplier
concentration risk and drive competitive pricing. Even with a multiple vendor strategy, however,
large areas of a network often depend on a specific vendor, such as Huawei. Huawei equipment
is deployed in current generation wireless networks across the globe, and for some GSMA
members, up to 90% of in-service Huawei devices contain U.S.-sourced hardware and/or software
at a component level (e.g., power supply units, CPUs, control boards, line cards, etc.). These
devices are integral to a wide range of telecommunications network operations and services, and
this equipment has a relatively long planning and in-use timeframe as compared to handsets and
other consumer electronic devices, which make supply chain shifts much more difficult.

E. BIS Should Authorize Collaboration on Global Telecommunications Standards
Setting

GSMA has consistently emphasized the importance of global standards work to promote
interoperability and economies of scale. The original TGL explicitly recognized the need for
collaboration on 5G and future standards in a variety of venues by authorizing limited engagement
with Huawei “as necessary for the development of 5G standards as part of a duly recognized
international standards body.”%° The subsequent abrupt removal of this authorization!* has created
uncertainty and hesitance that has had a chilling effect on important collaboration on technical
issues necessary to develop standards and technology for publication. While GSMA appreciates

BIS’s August 2019 guidance on standards setting and development activities involving Huawei,*?

10 See U.S. Department of Commerce, Bureau of Industry and Security, Temporary General License, Final Rule, 84
Fed. Reg. 23468, 23471 (May 22, 2019).

11'U.S. Department of Commerce, Bureau of Industry and Security, Temporary General License: Extension of Validity,
Clarifications to Authorized Transactions, and Changes to Certification Statement Requirements, Final Rule, 84 Fed.
Reg. 43487 (Aug. 21, 2019).

12 BIS, General Advisory Opinion Concerning Prohibited Activities in the Standards Setting or Development Context
When a Listed Entity Is Involved (Aug. 19, 2019), available at:
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certain preparatory activities leading up to the creation of published standards may fall outside the
confines of Section 734.7 and other carve-outs in the EAR and therefore would not be permissible
without a specific license. The resulting uncertainty and reticence to engage in limited technical
exchanges with Huawei necessary to develop international standards may prove particularly
challenging for the development of open RAN, virtualized networks and other innovations that
necessarily require input from world leaders in global technology standards.

Moreover, U.S. policymakers have recently emphasized the importance of the U.S. engaging
“actively and effectively in forums setting international information and communications
technology standards.”*® This depends on “robust and integrated participation from the federal
government, academia, professional societies, and industry.”** Restricting U.S. efforts is at odds
with this aggressive call to strengthen U.S. participation and leadership in developing
telecommunications standards, which provide the building blocks for emergent technology and
enable the design and production of products that are critical to U.S. competitiveness. The White
House’s recently released national strategy to secure 5G networks and infrastructure similarly
recognizes the importance of “preserv[ing] and enhanc[ing] United States leadership on 5G in
relevant organizations that set standards in concert with the private sector,
including . . . commercial, academic, and like-minded international partners.”*® To that end, the

United States has committed to “promote and support increased participation by the private sector

https://www.bis.doc.gov/index.php/documents/advisory-opinions/2437-general-advisory-opinion-concerning-
prohibited-activities-in-the-standards-setting-or-development-context-when-a-listed-entity-is-involved/file.

13 Cyberspace Solarium Commission Report, Recommendation 2.1.2 (March 2020), available at
https://www.solarium.gov/report.

141d.
15 Office of the President, National Strategy to Secure 5G of the United States of America (March 2020), at 6.
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and ensure that such participation is informed by appropriate public-private coordination.”*® BIS
should reinstate the TGL’s standards setting authorization to facilitate these important objectives.
Importantly, however, this authorization should not be limited to the development of 5G standards,
since the expansion of 4G and LTE will remain a global priority in the coming years for a number
of reasons. First, many parts of the world have not yet fully deployed 4G, and they will need to
do so on their path to 5G. As McKinsey reports, many global “operators will still have to upgrade
their 4G networks to cope with growing demand” in the run up to 5G.}” Second, 5G does not
represent a brand new technology that renders 4G obsolete: “Like 4G, 5G is not going to be a flash
cut. Instead, 5G will evolve side by side with 4G, with logical evolution phases taking place over
the next decade.”™® McKinsey explains that “elements of current 5G technology build on 4G
networks, rather than representing a complete departure—and that means mobile operators can
take an evolutionary approach,” for example, “by upgrading the capacity of their existing 4G
macro network by refarming a portion of their 2G and 3G spectrum.”*® 5G is building on and will
be heavily integrated with 4G and earlier technologies, ensuring as little disruption to customers
as possible. Building out 4G networks does not present national security concerns, and thus BIS
should consider how to make sure that the entity listing does not inadvertently stifle 4G

deployment and maintenance.

% 1d.

17 McKinsey & Company, The road to 5G: The inevitable growth of infrastructure cost (Feb. 2018),
https://www.mckinsey.com/industries/telecommunications/our-insights/the-road-to-5g-the-inevitable-growth-of-
infrastructure-cost.

18 Shane McClelland, Vice President, Strategy and Business Development, Head of Transport at Ericsson blogpost,
5G transport security: What service providers need to evolve?, https://www.ericsson.com/en/blog/2019/7/5g-
transport-security-what-service-providers-need-to-evolve-part1.

¥ McKinsey & Company, The road to 5G: The inevitable growth of infrastructure cost (Feb. 2018),
https://www.mckinsey.com/industries/telecommunications/our-insights/the-road-to-5g-the-inevitable-growth-of-
infrastructure-cost.
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Accordingly, and given the interrelationship between earlier telecommunications technologies and
nascent technologies, BIS should ensure that the reinstated authorization expressly covers
transactions that are “in furtherance of or for the development of global telecommunications
standards as part of a duly recognized international standards body.” We urge BIS to clarify
the rules of the road for companies participating in standards work. GSMA would be happy to
brief BIS on standards work so that it can evaluate what steps are needed to ensure that innovators
in the United States can be part of standards work while protecting the integrity of their

innovations.

For the foregoing reasons, GSMA urges BIS to extend the TGL for a period of at least 18 months
to permit vital transactions necessary to continue to operate and maintain existing
telecommunications network equipment and to provide security updates and repairs to customers
with Huawei handsets and other devices. GSMA also requests that BIS reinstate and clarify the
authorization permitting exchanges in furtherance of or for the development of global
telecommunications standards as part of a duly recognized international standards body. Now
more than ever it is essential that BIS’s actions foster predictability and stability and limit any

disruptions to the availability and quality of communications around the world.
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General Comment

Thank you for your important work in protecting the interests of the United States of America's
citizens.

Huawei must be stopped from supplying anything related to any free country's telecomm
systems.
It is well known that Huawei are owned by Communist China.

Now is certainly not the time to grant further access to our Country's economy or Citizen's
personal data

to a Company like Huawei, or the CCP.

You must stop their ability to access the U.S. Market in any way, prosecute their flagrant Legal
violations

and the theft of American technology, not grant them licenses & permissions.

Thank you.
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General Comment

The signal at 60 MHz causes air molecules to spin in a fashion that could cause respiratory
distress. Have all backdoors been investigated. I'm sure this technology is made to literally steal
and spy on all American data. The systems of 5g aren't licensed well enough. It's very loose. I
want a scientific study done before 5g towers pop up everywhere. Apparently the emf exposure
goes up and down from none to extremes. I want to know what kind of psychological
communication tools the government is using. I've already experienced how fusion centers can
manipulate personal online viewing. They can get medical files and share all personal data with
police and any high members of social importance. You are allowing the communication to be
sold and designed by countries that could any day change their view and take us to war. This
new 5g platform has yet to be proven.
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As a citizen of the US, I am appalled that US Commerce would allow this.

This is a National Security threat. China or Chinese owned companies should not be allowed to
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Comments of InterDigital, Inc. to the Bureau of Industry and Security Regarding Future
Extensions of Temporary General License under Export Administration Regulations
Docket Number: BIS 2020-0001
RIN: 0694-ZA02
March 25, 2020

InterDigital, Inc. (hereinafter “InterDigital”) hereby respectfully submits its comments in response to the
Bureau of Industry and Security (BIS) request for public comments (85 FR 14428 (March 12, 2020)), on future
extensions of a temporary general license (TGL) to Huawei Technologies and its non-U.S. affiliates under the
Export Administration Regulations.

Specifically, InterDigital is submitting comments in response to topic 3 in BIS’s Request for Comments:

“3. Ifthe TGL is extended, what potential revisions should BIS consider to enhance effectiveness for
both covered transactions and transactions outside of the scope of the temporary general
license?”

Facts about InterDigital

Founded in the 1970s, InterDigital has been a pioneer in wireless technology for close to five decades.
InterDigital is a pure research, innovation and licensing company, headquartered in Wilmington, Delaware.
With more than 200 engineers around the world, it focuses on mobile technologies that underpin
smartphones, networks and services via global standards, and video technologies that are the foundation for
today’s most popular products and services.

Over the course of the last two decades InterDigital has invested more than $1 billion in fundamental research
and development in wireless technologies, working as a key contributor and leader in the standards process.
During that time, InterDigital has been the source of more than 30,000 contributions to key global standards,
including 2G, 3G, 4G and 5G. Today, it is a leader in 5G research and beyond, and a thought leader in the
mobile industry.

InterDigital’s worldwide portfolio of 3G, 4G and 5G SEPs, spanning more than 40 countries, is one of the
strongest in the industry. Reports by independent third-party analysts have determined that InterDigital owns
between 7-10% of all 3G and 4G standard essential patents (SEPs). And although 5G standards are in their
infancy and still developing, ETSI’s Special Report indicates that InterDigital’s ETSI-disclosed patents and
applications accounted for approximately 6% of all ETSI-disclosed patents and applications categorized by ETSI
as 5G.

InterDigital | 515 C Street NE | Washington, DC 20002 | USA | T: +1 202.349.1720
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InterDigital is also a world leader in video research, with a video R&D heritage spanning decades that has
pioneered new capabilities and yielded one of the leading innovation portfolios in the video industry.
InterDigital's efforts in key video standards were dramatically expanded in 2019 with the addition of the
Research and Innovation operation of global market leader Technicolor. Through that transaction, Interdigital
acquired a world-class video and Artificial Intelligence research team and an established portfolio of video
expertise to help expand its existing work in wireless and video technologies and consumer electronics.

As a pure research, innovation and licensing company, InterDigital does not manufacture downstream
products but rather seeks to monetize its cutting-edge innovations through licensing the vendors of
smartphones and other products implementing mobile telecommunications standards. InterDigital has been
very successful in licensing its portfolio of SEPs. Interdigital has entered into scores of patent license
agreements (PLAs) with the preeminent mobile device vendors in the world, including Apple, Samsung, LG,
Asus, Sharp, Sony, Fujitsu, Kyocera and many more. In fact, InterDigital currently has licensed its portfolio of
wireless telecommunications SEPs to smartphone vendors that in 2019 together accounted for more than 41%
of global shipments. The glaring exception is Huawei and other Chinese smartphone vendors, which have
refused to enter into licenses to InterDigital’s portfolio of wireless telecommunications SEPs while continuing
to misappropriate InterDigital’s patented technologies.

InterDigital’s Efforts to License Huawei and Other Chinese Mobile Device Vendors

After years of litigation over Huawei’s continued unlicensed infringement of InterDigital’s portfolio of 3G and
4G SEPs, followed by mutually agreed binding neutral arbitration, Huawei entered into a PLA with InterDigital
in 2016. However, that PLA expired at the end of 2018 and Huawei has refused to enter into a new PLA on
Fair, Reasonable and Non-Discriminatory (FRAND) terms despite InterDigital’s good faith efforts. | N
I /s 2 consequence, Huawei has
been selling hundreds of millions of infringing products since the end of 2018 without paying royalties. In fact,
instead of negotiating in good faith, Huawei filed a lawsuit in the Shenzhen Intermediate Court on January 2,

2019, just two days after the expiration of the 2016 PLA, a
determination by the Chinese court of the FRAND royalty rate for InterDigital’s Chinese portfolio of 3G, 4G and
5G SEPs.

Huawei’s infringing conduct reflects InterDigital’s experience with the other Chinese implementers of mobile
telecommunications standards. Virtually all other major Chinese mobile device vendors, including |l
have not only refused to take a license to InterDigital’s portfolio
of SEPs, they have failed to even enter into good faith negotiations with InterDigital. In fact, of the top 10
Chinese smartphone vendors — who together account for close to 50% of worldwide smartphone shipments —
ZTE is the only Chinese mobile device vendor that is currently licensed by InterDigital.

InterDigital | 515 C Street NE | Washington, DC 20002 | USA | T: +1 202.349.1720
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Chinese mobile device vendors are | ] engaged in widespread and long-standing hold-out and
misappropriation of InterDigital’s patented technologies, using InterDigital’s SEPs while refusing to take a
license on FRAND terms and conditions or to engage in binding neutral arbitration to determine such terms.

Additionally, the ongoing hold-out and
misappropriation of InterDigital’s patented technologies by Huawei and other Chinese mobile device vendors
threatens American technological leadership in wireless telecommunications technologies to the detriment of
U.S. national security.

Furthermore, these hold-out and misappropriation practices by Huawei and other Chinese mobile device
vendors pose a significant threat to the competitive environment in downstream markets, to the climate for
continued investment in R&D (particularly by American technology companies such as InterDigital), and
ultimately to the innovation ecosystem that has provided huge benefits to consumers and the global
economy. Companies like InterDigital that engage in significant research efforts aimed at developing
technologies for the next generation of wireless and video standards incur tremendous sunk costs as well as
significant risks that their research efforts will not lead to fair and adequate returns on their successful
innovations. Investment in research begins many years before a standard is adopted, and even after adoption
it is usually several more years before the first products implementing that standard are brought to market

and technology owners begin to receive royalty payments for the use of their patents. InterDigital is losing as
much as

in lost royalties because of the systemic holdout and misappropriation of InterDigital’s
patented technologies by Huawei and other Chinese mobile device vendors, not including
B o\ :ties for years of past infringements. These practices appear to be part of a

_effort to gaina

competitive advantage over non-Chinese smartphone manufacturers and to dominate 5G technologies and
the standard development process.

Recommendation

In order to enhance the effectiveness of BIS’s sanctions on Huawei and to ensure the continued strength and
leadership of the United States in the research and development of key technologies for future wireless
telecommunications standards and infrastructure, InterDigital recommends that BIS condition any further
extension of the TGL on Huawei’s demonstration that it has stopped misappropriating wireless
telecommunications technologies of American companies such as InterDigital

. This revision will
also send a clear message to other Chinese mobile device vendors that the United States Government is

InterDigital | 515 C Street NE | Washington, DC 20002 | USA | T: +1 202.349.1720
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committed to taking action against Chinese companies that threaten the national security of the United States
by engaging in the systemic misappropriation of American technologies in the wireless telecommunications
sphere.

If you have any questions, or would like to discuss these matters further, please contact Robert Stien,
Executive Vice President and Chief Public Policy Officer, InterDigital, Inc., at (202) 349-1711 or at
Rob.Stien@InterDigital.com.

InterDigital | 515 C Street NE | Washington, DC 20002 | USA | T: +1 202.349.1720






DocuSign Envelope ID: 1FAF7DC2-B74D-486C-8836-25EE2C83D5D9

ENABLE 600 MASSACHUSETTS AVE, NW  WASHINGTON, DC 20001
LLP T 202.344.4000 F202.344.8300 www.Venable.com

March 31, 2020 Alexander W. Koff

T 410.528.4623
F 410.244.7742
AKoff@Venable.com

VIA REGULATIONS.GOV

The Honorable Cordell A. Hull

Acting Under Secretary for Industry and Security
Bureau of Industry and Security

U.S. Department of Commerce

1401 Constitution Ave, NW

Washington, DC 20230

Re:  Request for Comments on Future Extensions of Temporary General License (TGL)
Docket Number BIS 2020-0001; RIN 0694-ZA02
Written Comments of VeriFone, Inc.

Dear Undersecretary Hull:

On behalf of my client, VeriFone, Inc. (“Verifone”), 88 West Plumeria Drive, San Jose,
CA 95134 USA, | respectfully submit these written comments in the above-referenced matter.
These comments are submitted in response to the notices published on March 12, 2020 and March
27, 2020, which require that comments be submitted no later than April 22, 2020. Accordingly,
these comments are timely.

The notices published by the Bureau of Industry and Security (“BIS”) seek comment on,
among other areas, the following: “There may be further costs associated with the current
extension or non-extension of the current TGL [Temporary General License] (e.g., lost business
opportunities)—what are they and what additional guidance should BIS consider?”’? Verifone
submits these comments to provide such information relevant to BIS’s consideration of any further
extension of Huawei’s TGL.

Recently, China imposed new rules that preclude any business that is not Chinese-majority
owned from participating in tenders for point-of-sale equipment, including point-of-sale terminals

1 Request for Comments on Future Extensions of Temporary General License (TGL), 85 Fed. Reg.
14428 (March 12, 2020) (requesting comments on future extensions of a temporary general license
(“TGL”) under the Export Administration Regulations (“EAR”) for Huawei Technologies Co. Ltd.
and 114 of its non-U.S. affiliates on the Entity List (collectively, “Huawei”)); Request for
Comments on Future Extensions of Temporary General License, 85 Fed. Reg. 17300 (March 27,
2020) (reopening the comment period through April 22, 2020).

2 Request for Comments on Future Extensions of Temporary General License (TGL), 85 Fed. Reg.
14428, 14429 (March 12, 2020).
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(“POS Terminals”), for China’s major banks. The rules are based on a desire to reduce any
perceived risks to China’s economy by ensuring that only Chinese-owned or -controlled
companies supply POS Terminals to China’s banks. As a U.S.-owned business, these new rules
prevent Verifone from selling its POS Terminals to major banks in China.

Verifone is a leading provider of payment and commerce solutions. Verifone is
headquartered in Silicon Valley and employs over 1,200 people in the United States. Verifone has
large operations in Alpharetta, Georgia and Clearwater, Florida and has smaller operations at other
locations throughout the United States. Verifone also supports U.S. jobs at repair facilities in
various locations throughout the United States.

The market in China for POS Terminals is expected to grow at an estimated compound
annual growth rate of 11.3% between 2018 and 2025.% The new restrictions imposed by the
Chinese government provide a clear advantage to Verifone’s Chinese competitors, eliminate an
important market and revenue stream for Verifone, and result in significant costs in terms of lost
U.S. jobs.

On May 16, 2019, BIS added Huawei to the Entity List (Supplement No. 4 to Part 744)
after determining that Huawei was reasonably believed to be involved, or to pose a significant risk
of being or becoming involved, in activities contrary to the national security or foreign policy
interests of the United States. Almost immediately thereafter, however, the U.S. Government
provided a TGL to prevent any economic disruptions to Huawei. No such treatment is being
provided to Verifone.

To the extent BIS considers granting an extension of the current TGL, Verifone
respectfully requests that BIS take into consideration the recent actions taken by the Chinese
government to bar non-Chinese owned companies—Ilike Verifone—from selling POS Terminals
to major banks in China.

Respectfully submitted,

Alexander Kol

Alexander W. Koff
48870022

3 China Financial POS Terminal Industry Report, 2019-2025 (June 2019) (As of the end of 2018,
there were 34.15 million POS terminals joined to the network in China. By 2025, that figure is
expected to grow 72.10 million.) (https://www.reportlinker.com/p04091850/China-Financial-
POS-Terminal-Industry-Report.html?utm_source=PRN).




https://www.reportlinker.com/p04091850/China-Financial-POS-Terminal-Industry-Report.html?utm_source=PRN
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Docket: BIS-2020-0001
Request for Comments on Future Extensions of Validity of Temporary General License

Comment On: BIS-2020-0001-0001
Request for Comments on Future Extensions of Temporary General License (TGL)

Document: BIS-2020-0001-DRAFT-0002
Comment on FR Doc # 2020-05194

T

Submitter Information

Name: Jeffrey Allen

General Comment

In light of the ongoing health crisis, I am requesting that this comment deadline be extended.
The comment period is already extremely short. This is a very important topic, and you need to
give U.S. businesses and associations adequate time to prepare their responses.

https://www.fdms.gov/fdms/getcontent?objectld=090000648444309c & format=xml&show... 3/24/2020
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April 22, 2020

via Federal eRulemaking Portal

Hon. Richard E. Ashooh

Assistant Secretary for Export Administration
Bureau of Industry and Security

U.S. Department of Commerce

14 Street and Pennsylvania Ave., NW
Washington, DC 20230

Docket Number: 200310-0073
RIN 0694-ZA02

RE: Request for Comments on Future Extensions of Temporary General
License (TGL)

COMMENTS OF THE RURAL WIRELESS ASSOCIATION, INC.
The Rural Wireless Association, Inc. (RWA)' submits these comments in
response to the Notification of Inquiry and request for comment published in the Federal

Register on March 12, 2020.2

1. What would be the impact on your company or organization if the
temporary general license is not extended?

Not having further TGL extensions would have a detrimental impact on many RWA
carrier members and the wireless broadband connectivity they provide in America’s

T RWA is a 501(c)(6) trade association dedicated to promoting wireless opportunities for
rural telecommunications companies who serve rural consumers and those consumers
traveling in rural America. RWA’s members are small businesses serving or seeking to
serve secondary, tertiary, and rural markets. Each of RWA’s member companies serves
fewer than 100,000 subscribers.

2 Federal Register, Vol. 85, No. 49, pp 14428-14429 (March 12, 2020) (Federal Register
Notice); see https://www.govinfo.gov/content/pkg/FR-2020-03-12/pdf/2020-05194.pdf.
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rural markets. Disrupting this connectivity could impact hundreds of thousands of
Americans. The last few weeks have borne witness to unforeseen human tragedy
followed by global economic uncertainty. In the U.S., the COVID-19 pandemic has
forced a surge in study-from-home and work-from-home scenarios. And with “Shelter In
Place” orders now in effect in more and more areas of the U.S., streaming video content
is now the default entertainment option for most households. All of this has caused
operators of wireless networks, whether urban or rural, to closely monitor network
performance and eliminate any service disruptions. By stopping TGL extensions now,
the Department of Commerce runs the risk of replacement parts becoming unavailable
and networks getting shut down.

2. Given the TGL was implemented to prevent the interruption of existing
network communications systems and equipment, as set forth in paragraphs
(c)(1) through (3) of the TGL, and allow time for companies and persons to shift to
other sources of equipment, software and technology (i.e., those not produced by
Huawei or one of its listed affiliates), what would be required for your
organization or industry to achieve such an end-state? For your industry or
organization how long would it take until the authorization(s) in the temporary
general license would no longer be required? What are costs associated with
this shift and are there issues where the prohibited equipment, software and
technology are prevalent and alternative solutions may not be available? Are
there specific use cases where cessation of use is not feasible?

In November 2019, the Federal Communications Commission (FCC or Commission)
adopted an Order, which among other things, started a rulemaking that would require
U.S. carriers to remove Huawei equipment from their networks, provided the FCC found
a reimbursement mechanism.®> RWA has filed numerous comments and reply
comments stemming from the Order, including Comments and Reply Comments in
response to the further notice of proposed rulemaking portion of the Order (see
Attachment A).

In March 2020, President Donald Trump signed into law the Secure Networks Act,
which authorizes the FCC to oversee an equipment replace-and-remove program.*
However, Congress still needs to pass a bill appropriating the reimbursement funding
authorized in the Secure Networks Act. Until this appropriation legislation becomes law,

3 In re of Protecting Against Nat’| Security Threats to the Commc’ns Supply Chain
Through FCC Programs, Huawei Designation, ZTE Designation, Report and Order,
Further Notice of Proposed Rulemaking, and Order, WC Docket No. 18-89, PS Docket
Nos. 19-351, 19-352, 2019 WL 6358656 (rel. Nov. 26, 2019) (“Order”).

4 “Secure and Trusted Communications Act of 2019” (“Secure Networks Act”). Passed
by House on voice vote on December 16, 2019. Passed by Senate on voice vote on
February 27, 2020. Signed into law by President Donald Trump on March 12, 2020;
https://www.congress.gov/bill/116th-congress/house-bill/4998/actions.
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either through part of the COVID-19 stimulus packages or the FY2021 budget process,
the FCC needs to abstain from formally designating Huawei a “covered company” until
required by the Secure Networks Act and the Department of Commerce needs to grant
TGL extensions until such time that the current operational equipment and services can
be replaced. Based on the requirements imposed by the Secure Networks Act on the
FCC, RWA anticipates this occurring no sooner than 18 months after the FCC
establishes the rules for its reimbursement process.

RWA stresses that its members fully support the replacement of Huawei network
equipment and services. But the timing of each and every federal action is very
important. Congress and the President first need to appropriate the reimbursement
funding, then the FCC can conduct the replace-and-remove rulemaking and produce a
clear roadmap for carriers. The FCC should refrain from formally designating Huaw a
covered company until required by the Secure Networks Act, and the Department of
Commerce should not lift the TGL until the replacement and removal process in
complete nationwide.

Until the networks of rural wireless carriers currently utilizing Huawei equipment are
overbuilt (i.e., replaced) and all of their customer bases are transitioned to the
replacement networks, those same carriers need replacement parts and components
for the legacy networks. Preventing access to those replacement parts risks a complete
disruption of mobile communications in many parts of rural America, including rural
areas where an RWA carrier member is the only service provider.

3. If the TGL is extended, what potential revisions should BIS consider to
enhance effectiveness for both covered transactions and transactions outside of
the scope of the temporary general license?

RWA recommends that covered transactions be limited to existing network coverage
and not be extended for expansion of the network. Replacement parts and support
services should be focused on existing networks.

4. What potential alternatives to either extending the TGL or allowing it to
expire will facilitate compliance with the supplemental requirements of the Entity
List entries for Huawei and its listed affiliates while reducing complexity for
implementation purposes?

Huawei is a telecommunications equipment manufacturer. The FCC has already
established a comprehensive rulemaking regarding the continued use of Huawei
equipment and services in the United States. RWA recommends that the Commerce
Department and the FCC coordinate their respective actions while being mindful of the
need to keep legacy systems active as the U.S. pushes to deploy replacement wireless
broadband systems that do not pose a national security risk.





5. There may be further costs associated with the current extension or non-
extensions of the current TGL (e.g., lost business opportunities) — what are they
and what additional guidance should BIS consider?

Non-extension of the TGL will mean that rural wireless carriers run the risk of not having
mission-critical parts available that will keep robust mobile and fixed broadband systems
operating at a time when 1-in-3 Americans is being urged to shelter in place and tens of
millions of additional wage earners or students are being asked to remain at home.
Even rural governments are operating “virtually.” To say that there will be “lost business
opportunities” by not extending the TGL is a massive understatement. All of the
“covered company” Huawei equipment identified by the FCC will eventually be replaced.
This is now the law. RWA's carrier members are eager to begin the transition process.
However, RWA strongly believes legacy systems need to be maintained, with the aid of
USF support, as long as they are operational.

Respectfully submitted,

/s/ Carri Bennet

Carri Bennet, General Counsel

5185 MacArthur Blvd., NW, Suite 729
Washington, DC 20016

(202) 857-4519
legal@ruralwireless.org




mailto:legal@ruralwireless.org



Attachment A

Comments of the Rural Wireless Association, Inc. (WC Docket No. 18-89)
Filed February 3, 2020

Reply Comments of the Rural Wireless Association, Inc. (WC Docket No. 18-89)
Filed March 4, 2020
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SUMMARY

The Rural Wireless Association (“RWA”) shares the Commission’s desire to ensure the
safety, reliability, and security of the nation’s communications networks. However, RWA is
concerned that the proposed rule: (1) fails to effectively protect national security by arbitrarily
narrowing the types of telecommunications carriers required to replace and remove covered
company equipment; (2) ignores the degree to which equipment components and sub-
components need to be replaced in telecommunications networks, which will in turn increase the
total amount needed in the reimbursement fund; (3) unnecessarily diverts USF funds from high-
cost support, E-Rate, Lifeline, and schools, libraries and rural health care facilities instead of
relying upon a Congressional appropriation for such funding; (4) overlooks the need to have a
meticulous catalog of reimbursable costs and a phased replace-and-remove deployment schedule;
and (5) fails to include a safe harbor covering equipment that is replaced, or, in the alternative, an
FCC certification process for replacement equipment.

As a result of reduced USF support, decreasing roaming revenues, and a litany of
significant market-specific economic barriers, rural wireless carriers are caught in a world of
ever-shrinking revenues and greater deployment demands. Yet at the same time, these carriers
continue in their quest to provide at affordable rates the same modern services offered by the
nationwide wireless carriers. The Commission is on a course to completely restrict all USF
funding to those very same carriers operating these 3G and 4G/LTE wireless networks that cover
sparsely-populated markets — markets that are critical to supporting the nation’s energy
resources, agricultural production, U.S. military facilities, Tribal and Alaskan Native
populations, and National Parks and public lands. Thus, to protect U.S. national security and

additionally ensure that those living in and traveling to rural areas have service, the Commission





must adopt rules that apply evenly to all telecommunications carriers (not just ETCs) on an
equitable basis, maintain mission-critical and carrier-of-last-resort networks until covered
equipment is fully replaced by LTE and 5G equipment, and find adequate reimbursement

funding from Congress while at the same time maintaining USF support to rural carriers.

il





Before the
Federal Communications Commission

Washington, D.C. 20554
In the Matter of )
)
Protecting Against National Security Threats ) WC Docket No. 18-89
to the Communications Supply Chain )
Through FCC Programs )

COMMENTS OF THE RURAL WIRELESS ASSOCIATION, INC.

The Rural Wireless Association, Inc. (“RWA”),! files these comments in response to the
Federal Communications Commission’s (“FCC” or “Commission’) Further Notice of Proposed
Rulemaking (“FNPRM”) seeking input on various proposed actions designed to address potential
national security threats to wireless network equipment supported by the Universal Service Fund
(“USF”).?

On November 26, 2019, the Commission adopted a rule® that bars USF recipients from
using USF money to purchase or support wireless network equipment manufactured or serviced
by a “designated company.” The first two companies that have been given an initial designation
by the Commission are Huawei Technologies Company, Ltd. (“Huawei), and ZTE Corp.

(“ZTE”).* As soon as Huawei and ZTE, or any other companies, are given a final designation by

'RWAisa 501(c)(6) trade association dedicated to promoting wireless opportunities for rural telecommunications
companies who serve rural consumers and those consumers traveling to rural America. RWA’s members are small
businesses serving or seeking to serve secondary, tertiary, and rural markets. Each of RWA’s member companies
serves fewer than 100,000 subscribers.

2 In re of Protecting Against Nat'l Security Threats to the Commc 'ns Supply Chain Through FCC Programs,
Huawei Designation, ZTE Designation, Report and Order, Further Notice of Proposed Rulemaking, and Order, WC
Docket No. 18-89, PS Docket Nos. 19-351, 19-352, 2019 WL 6358656 (rel. Nov. 26, 2019) (“FNPRM”).

347 C.F.R. § 54.9.

4 See FNPRM, 2019 WL 6358656, at *1 § 2.





the Commission, USF recipients will be prohibited from spending any of those funds on
equipment or services provided by a formally designated company.’

Also on November 26, 2019, the Commission, through its FNPRM, sought comment on,
among other things, a proposal to amend 47 C.F.R. § 54 so that eligible telecommunications
carriers (“ETCs”) receiving USF support would agree “to remove and replace covered equipment
and services from their network operations.”® To mitigate the impact of any potential
replacement-and-removal mandate, the Commission also “propose[s] to establish a

reimbursement program to offset reasonable transition costs.”’

RWA’s comments address many
of the legal, logistical, and financial issues stemming from such a monumental endeavor and
respectfully offer practical guidance on how best the Commission can successfully execute, with
the necessary legal authority, a nationwide replace-and-remove initiative.

L. INTRODUCTION.

RWA believes that, if the Commission proceeds with a plan to restrict USF funding to
telecommunications carriers using covered equipment, it should do so knowing that many rural
carriers (and consumers) would suffer, with many carriers being forced to shut-down wireless
networks in markets where they are the only wireless provider. Prudent public policy dictates
that small and rural carriers with plans to decommission 2G and 3G networks that use covered
equipment should be allowed to continue operating with such covered equipment, rather than

being forced to expend valuable resources to replace that equipment given that these 2G and 3G

technologies are going to be shut down in two to five years as they reach end of life.

5 See id. at *13 9 40.
6 Id. at *39 9 122.
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Additionally, RWA believes that, if the Commission adopts a rule to force some or all
U.S. carriers to remove all equipment manufactured or serviced by a covered company, it should
do so in a comprehensive and equitable manner. First, any replace-and-removal mandate should
be predicated upon access to sufficient congressionally-appropriated funding (with actual funds
derived from FCC spectrum auctions) and not be dependent in any way on current universal
service funds (including money currently earmarked for high-cost support). Second, the ability
to participate in such a replacement program needs to be open to all users of such equipment,
whether they are USF recipients, ETCs, or neither. Third, any replace-and-remove initiative
should have very clear terms and conditions and clearly identify what components or sub-
systems can remain and what must be removed and destroyed. This prospective ‘ban’ list should
also provide carriers with a safe harbor so that remaining equipment (or newly installed
equipment) is deemed safe and secure, either because it is certified by the FCC or because
carriers using it will be eligible for a waiver of the rules in the future. Fourth, the actual
reimbursement policy needs to be clearly spelled-out via a pre-approved Catalog of Eligible
Reimbursement Expenses that is similar to what was used in the Television Broadcast Incentive
Auction. Finally, the Commission should adopt a replacement-and-removal program timeline,
whereby the actual network construction and transition periods are grouped into phases across
the nation and timed to ensure there are no procurement burdens on approved equipment

manufacturers, a sufficient number of work crews, and as few disruptions as possible.





II. ANY REPLACE-AND-REMOVE MANDATE SHOULD BE EXPANDED TO
INCLUDE ALL SIMILARLY-SITUATED CARRIERS, NOT JUST ELIGIBLE
TELECOMMUNICATIONS CARRIERS.

The Commission proposes to “limit the removal and replacement requirement to ETCs.”®
However, it also asks whether this particular criterion should be expanded or modified to account
for other companies or organizations using covered equipment in the United States, including
schools, libraries, and non-ETC telecommunications companies.” RWA believes that, if the
purpose of the rulemaking is to protect national security by securing the national supply chain,
the FCC’s “forklift” operation must be comprehensive, or not done at all. While a workable
solution should contain a methodical, phased approach to replacing and eventually removing
covered equipment, its ultimate goal should be national security integrity. The old adage that “a
chain is only as strong as its weakest link™ rings true. Therefore, if the Commission willingly
overlooks or, even worse, ignores a perceived national security threat in one corner of our
country’s communications system and instead focuses solely on another corner, it completely
misses the forest for the trees. !

So long as Congress ties sufficient appropriations to a replace-and-remove mandate, it
should not matter whether a company or organization is or is not an ETC, nor should it matter
whether that company or organization is a USF recipient. Any FCC effort to protect America’s
national security needs to focus on all covered equipment deployed throughout the country.

However, if being an ETC remains a requirement under the Commission’s rules, then the

Commission should “allow for otherwise qualifying carriers to become ETCs for the sole

814 at *41 9 128.
9 See id.

10 This is particularly concerning where the only distinction between these two corners is how their particular
communications sub-systems are funded.





purpose of participating in any removal and replacement program.”!! Similarly, any “small
businesses” utilizing covered equipment should also qualify for reimbursement, provided they
self-identify as a small business and meet the “small business” term as defined in any
reimbursement legislation passed by Congress or rules adopted by the FCC.

III.  ANY REPLACE-AND-REMOVE MANDATE SHOULD BE EXTENDED TO
INCLUDE NON-USF RECIPIENTS.

Whether non-USF recipients can be part of a comprehensive replace-and-remove
initiative is an important issue that must be resolved. RWA is aware of small companies that are
not USF recipients that have deployed Huawei or ZTE equipment in their networks. If those
small carriers who could not otherwise afford to replace their covered equipment were to “miss
the boat” on a comprehensive network replacement program, then the potential risk to U.S.
national security would continue to exist. RWA believes the Commission has existing authority
to require all users of covered equipment to replace it, provided sufficient funding exists to do so.
For companies utilizing spectrum, the authority rests in the FCC’s licensing authority under
Section 316 of the Communications Act (“Act”). Under that authority, the Commission may
require its licensees to abide by technical and other standards as long as it provides a reasoned

explanation and notice. '

" FNPRM at *41 9 128.

12 The Court of Appeals for the D.C. Circuit (“D.C. Circuit”) has repeatedly found agencies’ rulemaking power
proper when the issues at stake involve legislative, rather than adjudicative, facts and where the proposed rules will
have prospective effect and class wide applicability, as in this case. See, e.g., Comm. for Effective Cellular Rules v.
FCC, 53 F.3d 1309, 1319 (D.C. Cir. 1995); see also, e.g., Telocator Network of Am. v. FCC, 691 F.2d 525, 551
(D.C. Cir. 1982); Karen L. Nachbar, Cellular Telephone Service — Reaffirming the FCC’s Authority to Modify
Technical Requirements for Licensing, 64 GEO. WASH. L. REV. 937 (1996).The D.C. Circuit has specifically held
that the Commission has authority to change its licensing standards in a rulemaking as long as it provides a reasoned
explanation for doing so. Fla. Cellular Mobile Commc’ns Corp. v. FCC, 28 F.3d 191 (D.C. Cir. 1994), cert. denied,
514 U.S. 1015 (1995). Moreover, the D.C. Circuit has repeatedly held that agencies have wide latitude to change
their own policies and the manner in which those policies are implemented. See, e.g., Rainbow Broad. Co. v. FCC,
949 F.2d 405, 409 (D.C. Cir. 1991); see also, e.g., Comm. for Effective Cellular Rules v. FCC, 553 F.3d 130 (D.C.
Cir. 1995). The D.C. Circuit explains that this flexibility is necessary to allow agencies, particularly the FCC, to
respond to rapidly changing technological, commercial, and societal aspects as they fulfill their delegated duties.





Section 316(a)(1) of the Act states:

Any station license or construction permit may be modified by the Commission

either for a limited time or for the duration of the term thereof, if in the judgment

of the Commission such action will promote the public interest, convenience, and

necessity, or the provisions of this Act or of any treaty ratified by the United States

will be more fully complied with.!3
Indeed, it is well established that protecting our national security clearly meets the public interest
test.!* Moreover, the D.C. Circuit has made clear that a change in policy is not arbitrary or
capricious merely because it alters the current state of affairs; the Commission is entitled to
reconsider and revise its views as to the public interest and the means needed to protect that
interest if it gives a reasoned explanation for the revision.!> Accordingly, under its licensing
authority, the Commission may require FCC licensees to comply with its regulations regarding
covered equipment, no matter whether the licensee is an ETCs or receives universal service
funds.

Under Section 214 of the Act, the FCC similarly has the authority to regulate wireline
carriers that do not hold FCC licenses for spectrum.!® Section 214(a) prohibits any wireline
carrier from constructing, extending, acquiring, or operating any line, and from engaging in

transmission through any such line, without first obtaining a certificate of authorization from the

Commission.!” Under section 214(c), the Commission may attach to the issuance of the

See Rainbow Broad. Co., 949 F.2d at 409. Moreover, Congress, in adopting Section 316, broadened the FCC's
discretion by providing the FCC with the authority to modify licenses without licensee approval. See id.

1347 U.S.C. § 361(a)(1).

14 See id.; see also In re Metro. Transp. Auth., Proposed Order and Order on Reconsideration, FCC No. 16-15, 31
FCC Rced. 1436 (2016); Mobile Relay Assocs. v. FCC, 457 F.3d 1 (2006); Cal. Metro Mobile Commc 'ns, Inc. v.
FCC, 365 F.3d 38 (2004).

15 See Mobile Relay Assocs., 457 F.3d at 1.

16 See 47 U.S.C. § 214(a).

17 See id.





certificate such terms and conditions as it deems necessary to promote public convenience and

t.!8 Where an authorized Section 214 holder cannot satisfy the terms

protect the public interes
upon which the authorization is granted, the FCC may terminate such authority.'® Accordingly,
the FCC may conduct a rulemaking to place a condition on all wireline carriers operating under
Section 214 to ensure their compliance with the Commission’s proposed equipment restrictions
based on the public interest concerns related to national security issues and protecting the
communications supply chain.

The Communications Assistance for Law Enforcement Act (“CALEA™) also provides the
Commission with the authority to impose an equipment replacement requirement.?’ Pursuant to
the express terms of CALEA, and under Section 229(b) of the Act, the Commission, is required
to prescribe rules that will prevent any interception of communications or access to call-
identifying information without authorization.?! As the Commission’s ultimate goal in imposing
equipment restrictions stems from the need to prevent unauthorized access and interception, the
Commission may, under CALEA, adopt rules that limit or prohibit all carriers from using
covered equipment. Furthermore, because CALEA requires both the government and carriers to
obtain appropriate authorization to intercept communications or access call-identifying

information, and because the Commission views the covered equipment entities as an arm of a

foreign government, the Commission may adopt rules to prevent these governments from

18 See 47 U.S.C. § 214(c).

19 See In re Space Net, LLC, Termination of International Section 214 Authorization, DA 19-143, 2019 WL 1055380
(rel. Mar. 4, 2019); see also In re Jube Commc ’ns, LLC, Termination of International Section 214 Authorization,
DA 16-720, 31 FCC Rcd. 7096 (2016); In re Wypoint Telecom, Inc., Termination of International Section 214
Authorization, DA 15-1343, 30 FCC Rcd. 13431 (2015).

20 See 47 U.S.C. § 229(a).

21 See 47 U.S.C. § 229(b).





gaining unauthorized access to carriers’ communications networks. This includes the ability to

adopt rules that ban the use of equipment or software that could provide foreign governments

with unauthorized access.

IV.  THE COMMISSION MUST ENSURE ANY IMPOSED REPLACE-AND-
REMOVE MANDATE IS UNAMBIGUOUS IN ITS TERMS AND REQUIRES
ONLY A “ONE-TIME” ACTION BY CARRIERS.

As RWA noted above, any FCC plan to protect America’s national security should be holistic

and not leave behind any lingering threats. No matter whether the lingering risk is posed by a

small mobile wireless carrier, a rural health care center’s computer system, a suburban library’s

public wireless network, or a mobile device provided to a Lifeline subscriber, every potential
security risk created by a covered company should be addressed in the Commission’s
forthcoming regulations. Additionally, both equipment and services should fall under this
regulatory umbrella. Furthermore, the Commission must recognize that both wireless and IP
networks are constructed in such a manner that replacing one component requires not just the
replacement of that piece of equipment (and all sub-components not manufactured by a covered
company), but also one or more upstream or downstream network components. This daisy-chain
effect has its origins in the way networks are designed, either because of the physical
compatibility of certain components, or because certain components operate on the same
software, or because those components were provisioned by the manufacturer or system-installer
to ‘work together’ but not necessarily apart. In short, then, any replace-and-remove program
must include all operators of covered equipment and must further command that said operators
also replace non-covered equipment if said equipment must work with covered equipment to

operate successfully. Ensuring these equipment replacement requirements are holistic will be an





exhaustive process which should not be taken lightly. RWA proposes guidelines for the
Commission to follow in drafting its replace-and-remove mandate.

First, any FCC program must be universal in nature and methodical in its planning and
execution. Similar to the Commission’s Broadcast Incentive Auction — whereby all TV stations
above Channel 37 were required to sell, shut-down, or migrate their broadcast operations to
lower channels in the UHF and VHF Bands — the Commission’s decision to replace and remove
covered equipment from the country’s interconnected networks should apply to all impacted
network operators. Allowing just some network operators to continue supporting designated
equipment defeats the purpose of promoting genuine national security. The total pool of
impacted equipment and services, and, by extension, the carriers or network operators reliant on
that equipment and those services, must be defined early in the process.

Second, the Commission or the Universal Service Administrative Company (“USAC”)
must develop a list of equipment and services that must be removed. Deviating from that bright-
line objective will encourage future exploitation of remaining security holes. Additionally, any
subsequent mad rush to fix those security holes will inevitably lead to service disruptions for
consumers relying on those legacy systems. However, any final list of impacted equipment
requiring removal should also consider the natural life cycle of certain mission-critical systems.
In other words, some equipment that might qualify for removal should be exempt and be allowed
to remain operational until the end of the transition period. For example, CDMA (2G and 3G)
systems have a life-cycle that will expire in just a few short years. This equipment is also not
available from other sources and serves as voice fall-back for larger carriers who roam on these
networks because Voice-over-LTE (“VoLTE”) roaming agreements are not yet in place. Thus,

any wireless carrier still using CDMA systems from covered companies should be permitted to





continue operating them, as their components will be naturally retired at approximately the same
time any comprehensive FCC replace-and-remove program is complete.?? Furthermore, shutting
down communications equipment before deploying a replacement system is simply not feasible
and should be a non-starter. Communications will grind to a halt, regional and nationwide
carriers will be unable to roam in rural markets (and vice versa), and, where a market contains no
other service providers, emergency calls may go into the ether. These negative outcomes
certainly are not in the public interest.

The pivotal question then becomes how soon legacy equipment should be replaced.
Immediately? Not necessarily. Those carriers still operating on 2G and 3G CDMA networks
will need to deploy LTE/5G systems that utilize VoLTE, as no CDMA-comparable equipment
exists. These carriers, then, should be permitted to continue operating legacy systems using USF
support and also be afforded the ability to have newly deployed LTE/5G systems fully
reimbursed.?> Any rule requiring CDMA operators to shut down their 2G and 3G systems on an
expedited schedule runs the risk of decommissioning an entire network with no operational
backup network in place and imposing unnecessary and duplicative costs. Indeed, even if the
LTE/5G replacement system is fully deployed on an expedited basis, that effort would carry not
just the minimum cost of the full LTE/5G deployment, but also the costs associated with quickly

acquiring and distributing VoLTE-capable handsets to 100 percent of the subscriber base. These

22 RWA expects that the vast majority of legacy CDMA 2G and 3G networks will be fully retired between 2023 and
2025.

23 RWA believes that the Commission should delay the release of any final designation of an equipment
manufacturer until the entire replace-and-remove program is adopted and only after Congress passes a funding bill.
If the Commission proceeds with classifying manufactures with final designations before any of this happens, it
should grant blanket waivers to rural carriers with mission-critical non-4G/LTE/5G equipment that has a remaining
life cycle of fewer than five years.
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supplemental costs would not be necessary if these carriers’ legacy systems are allowed to
complete their natural lifecycles.

Third, the Commission must require all prospective reimbursement recipients (and
particularly those receiving USF support) to track all relevant expenditures. Once Huawei and
ZTE are finally designated as covered companies, Rule 54.9 compels the Commission to restrict
USF funding to carriers still operating covered equipment unless those carriers can show that
USF funds are not used to support or maintain covered company networks.?* Many impacted
carriers will already be doing just this. To the extent carriers will be maintaining separate
accounts for their USF rather than comingling it with a general operating account, this will aid
the Commission in ascertaining project costs, both at the carrier and national level, to ensure
there are adequate reimbursement funds in the program’s coffers.

V. ANY REPLACE-AND-REMOVE MANDATE MUST INCLUDE A

CONGRESSIONAL APPROPRIATION COMPONENT AND CANNOT RELY

ON EXISTING USF SOURCE FUNDING.

The Commission’s proposal for a successful replacement-and-removal program hinges
on a clear and sufficient reimbursement mechanism. The absence of a financial reimbursement
component to replace covered equipment is ill-advised, and illegal. Requiring small carriers
with no means of paying to replace covered equipment constitutes an unfunded federal mandate.
RWA implores the FCC to only require replacement of equipment if, and only if, sufficient
funding is available to small carriers to replace covered equipment and services. The
Commission proposes but two funding sources: the existing USF Fund and some type of
congressional appropriation. Only the latter option is a realistic solution. The USF simply

cannot afford the price tag of a nationwide remove-and-replace program. RWA and numerous

24 FNPRM at *26  72.
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other parties calculate the total cost of such an effort to conservatively exceed $1 billion.?®
Indeed, just this past year, Huawei publicly acknowledged that a drop in sales in the U.S. led to a
$30 billion revenue hit.?® If American telecommunications providers are spending tens of
billions of dollars annually on Huawei equipment and services that must be replaced by another
vendor, and at a significant cost, then how can the USF at less than $12 billion annually be
expected to cover the cost? 2’ Assuming the final price tag to replace covered equipment for
small carriers is over $1 billion, a USF-only funding source would drastically effect the subsidies
available for other USF programs, including rural health care, Lifeline and E-Rate.

Diverting such a large amount of money to individual USF recipients is simply robbing
Peter to pay Paul. Thus, the Commission must work with Congress and the Trump
Administration to facilitate the adoption of legislation that sufficiently funds the replacement-
and-removal program via other avenues, such as through proceeds obtained in future FCC
spectrum auctions.?® The House of Representatives has already passed H.R. 49982 and the U.S.

Senate was poised to do the same until Senator Mike Lee blocked the vote noting that funding

25 See Letter from Caressa D. Bennet, General Counsel, Rural Wireless Association, Inc., to Marlene H. Dortch,
Secretary, FCC, WT Docket No. 18-89, at 1-2 (July 1, 2019); Letter from Sarah Tyree, Senior Vice President —
Policy and Public Affairs, CoBank, to Marlene H. Dortch, Secretary, FCC, WT Docket No. 18-89, at 2 (July 1,
2019). Indeed, the replace-and-remove program may very well cost more than $1 billion if the reimbursable costs
include ancillary equipment dependent upon covered equipment and all associated administrative costs.

26 See Sijia Jiang, Huawei Says U.S. Ban Hurting More Than Expected, To Wipe $30 Billion Off Revenue, REUTERS
(June 17, 2019), available at https://www.reuters.com/article/us-huawei-tech-usa-revenue/huawei-says-u-s-ban-
hurting-more-than-expected-to-wipe-30-billion-off-revenue-idUSKCNI TIOKL.

2 In 2018, however, USF funding was less than $12 billion for al/l programs, with just $4.5 billion
allocated for high-cost support. See In re Universal Serv. Contribution Methodology, Notice of Proposed
Rulemaking, WC Docket No. 18-89, 2019 WL 2366900, at *3 99 n.22 (rel. May 31, 2019) (“USF NPRM”).

28 See Anne Cullen, FCC Nets $7.6B in Latest Auction for 5G-Primed Spectrum, LAW360 (Jan. 31, 2020), available
at https://www.law360.com/telecom/articles/1239326/fcc-nets-7-6b-in-latest-auction-for-5g-primed-spectrum.

2 Secure and Trusted Communications Networks Act of 2019, H.R. 4998, 116th Cong. (2019).
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for the legislation needed to be resolved. RWA agrees that passing legislation without

appropriate funding is a problem and urges the Commission to work with Congress to establish a

clear mechanism for funding the replacement-and-removal program. Funding could come from

a future spectrum auction by setting up a Secured Network Replacement and Removal Fund.

Specifically, the Congress could target five percent of the proceeds from a future spectrum

auction or $1 billion, whichever is greater, to create a “Secured Network Replacement and

Removal Fund”.

VI. THE COMMISSION SHOULD ADOPT AN UNAMBIGUOUS
REIMBURSEMENT POLICY THAT CAN ACCOMMODATE UNFORSEEN
CIRCUMSTANCES.

As RWA noted above, the Commission’s final rules should accommodate technology
upgrades that would naturally occur over the course of the transition period but for the replace-
and-remove requirement (i.e., 2G/3G to LTE/5G). And while the appropriation legislation
should provide for a sufficient amount of funding to cover all facets of this transition, to the
extent there is any need to prioritize reimbursement funds, priority should be given to the
smallest carriers (by revenue and size),* as the nation’s larger carriers have lower CAPEX costs
per-subscriber and higher operating revenue overall, meaning they can more easily cover the
replace-and-remove costs internally and through their consumer bases. RWA remains hopeful
that the Commission and Congress will work collaboratively to ensure that any forthcoming

replace-and-remove regulations are handcuffed to a sufficiently large enough source of funding

and prioritization for small rural carriers.

30 RWA agrees with Section 4 of H.R. 4998, which caps reimbursement to providers “of advanced communications
services” with “2,000,000 or fewer customers.” See id. § 4, available at https://www.congress.gov/bill/116th-
congress/house-bill/4998.
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The Commission’s actual reimbursement policy should closely mirror the structure used
for the Broadcast Incentive Auction. Specifically, the Commission should have outside
engineers and cost consultants develop a comprehensive and detailed database of costs
associated with the transition process. These costs should include not just capital costs for
equipment, but also operational costs for everything from contractors to engineering and RF
consultants and legal and accounting fees.?! By establishing clear reimbursement cost
mechanisms, the Commission will be assured that waste, fraud, and abuse of the reimbursement
funds will not occur.

VII. THE COMMISSION SHOULD AUTHORIZE ALTERNATIVE SOURCES FOR
EQUIPMENT AND SERVICES TO AVOID A REPEAT OF THE PRESENT
SITUATION.

The Commission is correct when it notes that some parties, including RWA carrier
members, purchased equipment from covered companies because of significant price savings
compared to equipment from other vendors.** To ensure small, rural carriers are not forced to
make such decisions moving forward, the Commission must take a bold stand and create a
system whereby any equipment designated for removal is replaced by a new system that will not
itself be suspect to the very same proposed rules at issue here. RWA members do not want to
see a repeat of this same problem down the road. RWA suggests that the FCC should create an
equipment certification program clearly specifying that the equipment satisfies U.S. national

security requirements. RWA’s carrier members are experienced in providing built-to-last

wireless networks in remote corners of rural America and in complying with Commission rules

31 See Catalog of Eligible Reimbursement Expenses (as of Feb. 9, 2017), FCC, available for download at
https://www.fcc.gov/about-fcc/fee-initiatives/incentive-auctions/resources.

32 FNPRM, 2019 WL 6358656, at *44 9 139.
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and policies. However, they are not experts on foreign affairs and the intricacies of national

security. Thus, their (and any other carriers’) participation in the Commission’s replace-and-

remove program must provide clear guidance and FCC certification that the newly purchased
equipment is acceptable and meets U.S. national security requirements.

VIII. THE REPLACE-AND-REMOVE MANDATE MUST PROVIDE A
REASONABLE TRANSITION PERIOD AND RECOGNIZE INHERENT
MARKETPLACE REALITIES.

RWA recommended supra that the Commission adopt a reimbursement regime similar to
that used for TV broadcasters who had to relocate to new facilities in the UHF and VHF Bands.
In conjunction with that recommendation, RWA recommends the Commission also adopt a
transition timeline that is divided into replace-and-remove deployment phases.*®> Any transition
must last between five and ten years to account for the fact that no two network operators are the
same, and thus will require varying amounts of time to complete the required tasks.

After the Commission knows the scope of the entire project (i.e., total number of network
operators, size of the networks involved, cost of the respective network migrations, etc.), it can
then work to schedule the transition into an orderly, multi-phase project timeline. Smaller
replace-and-remove projects (e.g., carriers with a small number of cell sites) can be done during
one of the earlier phases, while larger projects (e.g., carriers with large number of cell sites,
carriers in challenging environments, or carriers who have larger customer bases) can be done
during one of the later phases, thereby affording them more time to work through the process.

To the extent carriers are slated to complete a transition and pledge to replace and remove

covered equipment and services, they should still be eligible to receive financial support in the

33 The FCC adopted a 39-month, 10-phase transition in which 987 broadcast television stations were
repacked from above Channel 37 to a new broadcast facility below Channel 37. See
https://www.fcc.gov/about-fcc/fec-initiatives/incentive-auctions/transition-schedule.
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interim. The Commission’s overall replace-and-remove program would consist of the following
timeline after Congress has approved the requisite funding: (1) calculate the scope of the replace-
and-remove program; (2) estimate the program’s costs; (3) finalize the program’s transition
timeline; (4) provision advanced upfront funds to carriers; (5) begin executing replacement
network deployments in phases; (6) begin migrating subscribers; (7) begin removing and
destroying covered equipment; (8) provision final payments to carriers for the cost of destroying
equipment; (9) request and receive certifications from carriers; and (10) conduct carrier audits
and request carrier reports. During the transition period, all impacted carriers should be required
to perform some type of network monitoring designed to detect security threats and to submit
reports detailing any network intrusions to the relevant federal authorities.

IX. CONCLUSION.

RWA and its members appreciate the Commission’s decision to take a serious look at the
security of America’s interconnected telecommunications networks. The ability for nefarious
foreign actors to disrupt or infiltrate these telecommunications systems is akin to a virus.
However, in trying to eradicate the virus, the Commission must take care to ensure the
vaccination is not worse than the disease itself. Accordingly, the public interest is best served by
permitting legacy CDMA networks not reliant upon parallel 4G/LTE systems to remain
functional — and eligible for USF support — during any transition period. In due course, these
networks will be relied on less and, eventually, decommissioned. In the meantime, the
Commission should focus on finalizing which 4G/LTE/5G components and reliant network
elements are “safe” and which parts are “harmful.” Once that is done, the FCC should proceed
with an unambiguous reimbursement policy contingent upon new network deployments (funded

by an act Congress). The actual network deployments should be well organized, reimbursed
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according to an FCC-approved cost replacement program, and performed in phases to guarantee
limited consumer disruptions and a seamless consumer migration. If the Commission takes this
approach, it will reach its goal of replacing covered companies’ equipment and ensuring that the
U.S. has communications networks that are better able to protect our national security interests in
five to ten years’ time, while also ensuring that the 60 million or more rural consumers and those
traveling through rural and remote areas currently served by covered companies’ networks do

not lose service.

Respectfully submitted,
RURAL WIRELESS ASSOCIATION, INC.

By:  /s/ Carri Bennet

Carri Bennet, General Counsel
5185 MacArthur Blvd., NW, Suite
729 Washington, DC 20016

(202) 551-0010
legal@ruralwireless.org

February 3, 2020
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SUMMARY

Maintaining U.S. national security is a key public interest objective, especially when it
comes to protecting telecommunications and Internet infrastructure. Based on the record
developed in this proceeding, there is strong industry support for the Commission’s authority to
take action to enhance national security.

If the FCC proceeds with a replace-and-remove mandate, it must apply to all covered
company equipment -- including schools, libraries, and health care centers -- regardless of
whether the operating entity is an ETC or a recipient of USF support. Because wireless networks
are complex systems consisting of hundreds of upstream, downstream, and peripheral parts that
are not necessarily manufactured or serviced by a covered company (and which serve no
operational purpose once covered company equipment is physically removed), any replace-and-
remove mandate should apply to entire systems, not just specific pieces of covered company
equipment. The requirement to install replacement equipment and remove legacy equipment
should be carried-out in phases over a period of five to ten years. The replacement equipment
should be approved by the FCC via a publicly-available “white list,” or alternatively, be
purchased based on a manufacturer certification of compliance. All reasonable costs incurred by
carriers replacing legacy equipment and purchasing replacement equipment should be 100%
reimbursable, including all reasonable construction, engineering, legal, accounting, and
administrative costs. Now that Congress has authorized spending up to $1 billion to fund a
reimbursement mechanism, the goal of the Commission should be full elimination of covered
company equipment, with priority for reimbursement funding given to small wireless carriers

serving fewer than two million subscribers.





The Commission should refrain from issuing any formal “covered company”
designations until after: (1) it deliberates with other federal agencies and departments; (2) it plans
a comprehensive solution for the industry; and (3) Congress appropriates a source of funding for
reimbursement. During the intervening period, carriers receiving USF support should continue
receiving USF support for end-of-lifecycle equipment still in the field, provided such carriers
agree to replace-and-remove the legacy equipment during the Commission’s designated

transition phases.
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Before the
Federal Communications Commission

Washington, D.C. 20554
In the Matter of )
)
Protecting Against National Security Threats ) WC Docket No. 18-89
to the Communications Supply Chain )
Through FCC Programs )

REPLY COMMENTS OF THE RURAL WIRELESS ASSOCIATION, INC.

The Rural Wireless Association, Inc. (“RWA”),! files these reply comments in response
to the Further Notice of Proposed Rulemaking (“FNPRM), and submissions of other
commenters, in the above captioned proceeding.?

L. INTRODUCTION.

In its FNPRM, the Federal Communications Commission (“FCC” or “Commission”)
sought comments on a variety of proposals, including a proposal that any eligible
telecommunications carrier (“ETC”) receiving Universal Service Fund (“USF”) support “not use

or agree to not use within a designated period of time, communications equipment or services

'RWAisa 501(c)(6) trade association dedicated to promoting wireless opportunities for rural telecommunications
companies who serve consumers in rural America. RWA’s members are small businesses serving or seeking to
serve secondary, tertiary, and rural markets. Each of RWA’s member companies serves fewer than 100,000
subscribers.

2 In re of Protecting Against Nat'l Security Threats to the Commc 'ns Supply Chain Through FCC Programs,
Huawei Designation, ZTE Designation, Report and Order, Further Notice of Proposed Rulemaking, and Order, WC
Docket No. 18-89, PS Docket Nos. 19-351, 19-352, 2019 WL 6358656 (rel. Nov. 26, 2019) (“FNPRM”).





from covered companies.”® The Commission also proposed to “require ETCs receiving USF
support to remove and replace covered equipment and services from their network operations.”*

The vast majority of comments submitted in response to the FNPRM make it abundantly
clear that the FCC needs to manage any potential covered company equipment replacement and
removal program in a one-time, comprehensive manner. But beyond that, many questions
remain as to how to go about accomplishing such a mammoth project. For example, the FCC
asked how to implement the transition from using covered company equipment to non-covered
company equipment. There is vast support among commenters for the Commission proposal that
equipment replacement be phased in over a reasonable number of years, and be subject to a cost-
reimbursement policy that covers the cost of not just replacing “covered company” equipment,
but also the cost of replacing non-covered company ancillary equipment and all associated
administrative costs incurred by companies engaging in network deployment projects.

RWA and other commenters recognize that the public interest is best served if the
proposed replacement and removal provision applies not just to ETCs receiving USF support, but
to any service provider or public entity using equipment manufactured or serviced by a covered

company. The Commission has the requisite legal authority to expand the scope of this

31d. at 9§ 122.

4 Id. at § 122. Recognizing that a massive “replacement and removal” project would be costly and time-consuming,
the Commission also sought comment on a variety of other proposals centered around the size and scope of a
potential replacement and removal effort, including how to pay for such an endeavor. At the time the FNPRM was
adopted, both the U.S. Senate and the U.S. House of Representatives were considering several pieces of legislation
that would fund the FCC’s oversight of a replacement and removal initiative. However, because Congressional
funding was not guaranteed, one of the proposals that the Commission sought comment on was whether to
potentially divert precious USF monies in order to fund this replacement and removal program. Now that Congress
has passed legislation establishing a reimbursement mechanism which President Trump is expected to sign off on
shortly, the Commission should no longer need to consider a proposal that depends upon reimbursing carriers with
USF funds. See “Secure and Trusted Communications Act of 2019” (“HR.4998”). Passed by House on voice vote
on December 16, 2019. Passed by Senate on voice vote on February 27, 2019; https://www.congress.gov/bill/116th-
congress/house-bill/4998/actions. RW A notes that while Congress has authorized $1 billion it still must appropriate
the funds and that this could take some additional time.
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rulemaking beyond ETCs. To avoid allowing the U.S. to fall into this national security trap in
the future, RWA and a significant number of other commenters believe the Commission, or

another federal agency, should create and manage a “white list”>

of approved equipment

vendors. Alternatively, the Commission should institute a certification program which places the

burden for compliance on the manufacturers and vendors, and not the carriers.

RWA and its rural carrier members stand ready to support a nationwide replacement and
removal FCC mandate, but in order for it to be effective, the aforementioned elements need to be
adopted. Until all of these elements are instituted, the Commission needs to refrain from
formally designating Huawei and ZTE as “covered companies.” It also needs to continue
providing USF support to ETCs throughout the duration of the rulemaking and transition periods
so that rural wireless carriers keep all Americans connected.

IL. THE COMMISSION’S PROPOSED REPLACE-AND-REMOVE MANDATE
SHOULD BE COMPREHENSIVE IN SCOPE, BE CONDUCTED IN
COORDINATION WITH OTHER FEDERAL AGENCIES, BE A “ONE-TIME”
FIX, AND HAVE UNAMBIGUOUS TERMS AND CONDITIONS.

Before the Commission embarks on any replace-and-remove initiative, it first needs to
coordinate its efforts with Congress as well as other federal agencies and departments that are
also taking steps to address foreign national security threats. Other industry associations,
including CTIA, NCTA — The Internet and Television Association (“NCTA”), the
Telecommunications Industry Association (“TIA”), and USTelecom — The Broadband

Association (“USTelecom”), are in agreement that before acting, the FCC needs to consider what

other branches of the U.S. government are doing and refrain from either over-stepping or

5 HR.4998, Section 4(d)(1)(a) states “The Commission shall develop a list of suggested replacements of both
physical and virtual communications equipment, application and management software, and services or categories of
replacements of both physical and virtual communications equipment, application and management software and
services.”





undercutting those efforts.® Accordingly, the Commission should pause further action in this
docket, including issuing final designations of Huawei and ZTE, until it can strategically
coordinate with the Department of Commerce (“Commerce Department’), the Department of
Defense (“DoD”), the Department of Homeland Security (“DHS”), the Federal Acquisition
Security Council (“FASC”), the General Services Administration (“GSA”), the National
Aeronautics and Space Agency (“NASA”), the National Institute of Standards and Technology
(“NIST”), and the National Telecommunications and Information Administration (“NTIA”).
Were the Commission to unilaterally engage in rulemaking without first consulting with co-equal
stakeholders, it risks disrupting a digital economy that accounts for at least $1.3 trillion dollars of
the U.S.’s gross domestic product.’

RWA believes that any federal government effort to eliminate national security risks
posed by covered company equipment or services needs to be holistic and not leave behind any
lingering threats.® Such an endeavor must cover every potential network element in use in the
U.S. and should not arbitrarily exclude some percentage of Huawei, ZTE, or any other

manufacturer’s equipment. Deviating from this holistic approach - - for example by not allowing

¢ CTIA Comments at p. 2 (“[TThe Commission needs to harmonize its work with the unified federal approach being
developed by DHS and Commerce.”); NCTA Comments at p. 2 (“Any further action taken by the Commission in
this proceeding should be in concert and coordination with the multiple work streams already underway across
several different federal agencies and in Congress that address supply chain risks in ICTS.”); TIA Comments at p. 5
(“The Commission’s actions should account for the fact that it is not acting alone or in a regulatory vacuum in this
proceeding, and that there are numerous ongoing (and probably future) government proceedings that will inform —
and be informed by — how the Commission proceeds in this rulemaking.”); USTelecom Comments at pp. 7-8 (“The
U.S. government is presently engaged in multiple other significant efforts of various scope and maturity to promote
the security of the ICTS supply chain, particularly in the communications sector...[w]ith these multiple and
interrelated activities in mind, USTelecom applauds the Commission’s statement supporting a ‘whole of government
approach to supply chain security.’”).

7 “Survey of Current Business,” The Journal of the U.S. Bureau of Economic Analysis, Vol. 99, Number 5 (May
2019); see https://apps.bea.gov/scb/2019/05-may/pdf/0519-digital-economy.pdf.

8 In re Protecting Against Nat’l Security Threats to the Commc 'ns Supply Chain Through FCC Programs, Huawei
Designation, ZTE Designation, Comments of the Rural Wireless Association, Inc., WC Docket No. 18-89, (filed
Feb. 3, 2020) (“RWA Comments”) at p. 8.
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reimbursement to small-sized non-ETCs’ - - is simply not in the public interest. Likewise,
tacitly permitting schools, libraries, and rural health centers to continue using covered company
equipment while simultaneously forcing wireless carriers to remove other covered company
equipment unfairly burdens one sector of the telecommunications/digital information industry
while still allowing for foreign threats in another.!® More than anything, the telecommunications
industry needs clarity as to the scope of any equipment replacement mandate.!! However, if and
when the Commission does proceed with a comprehensive replace-and-remove initiative, it must
recognize that every piece of equipment that is integral to actually providing service to customers
or end users and thus warranting removal and destruction is “collateral damage” (even if not
manufactured by a covered company) and should therefore also be eligible for reimbursement.
To the extent commenters such as the Puerto Rico Telephone Company, LLC (“PRTC”) and the
Rural Wireless Broadband Coalition (“RWBC”) ask that “lower risk” covered company
equipment, components, or sub-parts not be included in any FCC removal mandate, it is because
they believe that including such equipment in a removal mandate would have minimal impact on
reducing threats to national security, and that removing such equipment would be unduly

burdensome or downright impossible.!? Importantly, even a “minimal” impact on reducing

® FNPRM at 122
10 FNPRM at 9 128.

I Competitive Carriers Association (“CCA”) Comments at p. 9 (“Carriers also will need flexibility, or at least
significant clarify, regarding what is required of them in terms of procedure and compliance.”); CTIA Comments at
p- 3 (“If the Commission moves forward with its FNPRM proposals, it should offer clarity about compliance and
certification expectations and minimize disruptions.”); Mark Twain Communications Company (“Mark Twain”)
Comments at pp. 3-4 (“Before the FCC can enact a prohibition...it should provide guidance on exactly what is
meant by an ETC’s or USF recipient’s ‘use of covered equipment.’”).

12 PRTC Comments at p. 4 (“PRTC proposes the Commission limit the scope of the mandate to exclude lower risk
equipment that is outside of the core network, such as antennae, wires, cables, modems, routers, or other non-critical
elements of a network.”); RWBC Comments at p. iv (“The Commission should not impose on small wireless
carriers the unrealistic and burdensome task or [sic] removing specific components or sub-parts produced or
provided by covered companies.”).





threats to national security cannot be discounted. Moreover, PRTC presents no evidence to
support its conclusion that sub-parts and components “pose minimal or no risk.”!* If PRTC’s
claim cannot be verified, then all covered company equipment poses an equal risk to national
security. Importantly, both PRTC!'* and RWBC'° agree with RWA that if the Commission
broadens the scope of banned equipment, nearly every out-of-pocket expense should be
reimbursable. The fact that Congress has authorized up to $1 billion in reimbursement funding
for small wireless carriers serving fewer than two million subscribers means that the covered
equipment should be able to be replaced. Congress also allowed for additional funding beyond
the $1 billion, if deemed necessary. '°

USTelecom, which argues that “component parts” should not be eligible for
reimbursement, acknowledges that removing and replacing such parts would be both “complex”
and “costly” compared to focusing on the “piece of finished [] equipment” manufactured by
Huawei and ZTE.!” But with $1 billion in reimbursement funding authorized, the Commission
can focus on a more “big picture” replacement and removal proposal that includes entire wireless
systems and even upstream and downstream equipment not manufactured by Huawei or ZTE,
but nonetheless part of existing systems, that will need to be replaced due to incompatibility with

new equipment. RWA agrees with RWBC that a communications system is highly complex and

BId. atp. 4.

4 PRTC Comments at p. 15. PRTC provides nearly a page-long list of equipment and services that should be
eligible for reimbursement.

1S RWBC Comments at p. 4 (“[W]hile it is appropriate for the Commission to reimburse only for costs it determines
to be reasonable, the Commission should provide full reimbursement for those costs.”).

16 HR.4998 at Sec. 4(d)(5)(B).

17 USTelecom Comments at p. 13. (“Replacing component parts in finished products could be tremendously
challenging and complex, and therefore costly.”).





that certain pieces of equipment placed upstream or downstream in that system do not function in

isolation and serve no purpose once “covered company” equipment is also removed. In the big

picture, companies will not be focused on sub-parts and components. For example, if a simple

Huawei or ZTE antenna, or more complex remote radio unit (“RRU”), needs to be removed from

a cell site, so will numerous other parts (e.g., cables, brackets, back-up power systems, etc.) that

often are not manufactured by Huawei or ZTE and which serve no functional purpose (and

generally cannot be re-used) once the original Huawei or ZTE equipment is decommissioned.

This daisy-chain of interacting ancillary upstream and downstream parts, components, and sub-

components means that, as addressed below, all such parts, components, and subcomponents will

need to be replaced in any Commission initiative. In short, replacement and removal of all of the
usable ancillary equipment must be fully reimbursable. Failure to provide similar reimbursement
funding for these additional pieces of equipment required to support mission-critical equipment,
even if the components are upstream/downstream parts from a different manufacturer, unfairly
burdens some companies or organizations by forcing them to jettison otherwise non-covered
equipment without just compensation and creates a formula for failure.

III. THE PUBLIC INTEREST NECESSITATES THAT ANY REPLACE-AND-
REMOVE PROGRAM BE EXTENDED TO INCLUDE NOT JUST ELIGIBLE
TELECOMMUNICATIONS CARRIERS RECEIVING USF SUPPORT, BUT ANY
ENTITY OPERATING COVERED COMPANY EQUIPMENT.

In its FNPRM, the Commission “propose[s] to limit the removal and replacement
requirement to ETCs” but also asks whether it should apply this mandate to “other USF

recipients, like rural health care providers or schools and libraries.”'® It also sought comment on

whether carriers designated ETCs in the future, or, “otherwise qualifying carriers” may be

18 FNPRM at 9 128.





designated as ETCs “for the sole purpose of participating in any removal and replacement”
mandate adopted by the Commission.!” RWA supports a comprehensive FCC strategy that
addresses and permanently solves the issue of covered company equipment in a “one time” fix.
National security threats posed by covered company equipment either exist or do not exist.
There is no middle ground. To the extent the Commission adopts a rule banning covered
company equipment, that requirement should apply to all companies or organizations operating
network equipment manufactured or serviced by Huawei or ZTE, and likewise, each of those
network operators should be eligible for reimbursement of reasonable costs should they qualify
as small businesses under the law.

A diverse group of commenters, including CCA, the College of Healthcare Information
Management Executives (“CHIME”), and Triangle Communication System, Inc. (“Triangle™)
agree with RWA that any replacement and removal mandate should be extended to equipment
users beyond ETCs and USF recipients, for the simple reason that a widespread problem

warrants a widespread solution.?® Meanwhile, LATAM Telecommunications, Inc.

Y.

20 CCA Comments at pp. 3-4 (“But any national security threat posed by the covered equipment and services
extends beyond ETCs, as the Commission recognizes.”); CHIME Comments at pp. 1-2 (“The FCC furthermore is
considering expanding this directive to other US recipients including healthcare providers...CHIME supports the
Commission’s proposal.”); RWA Comments at p. 3 (“[T]he ability to participate in such a replacement program
needs to be open to all users of such equipment, whether they are USF recipients, ETCs, or neither.”); Triangle
Comments at p. 1 (“First, if the covered vendors and their equipment are threats to US networks, Congress should
act immediately to fund the replacement of all equipment from the covered vendors whether the carriers are USF
recipients or not. It is inconceivable that a plan is not in place to replace the equipment causing the threat to the US
networks if the threat is real.”).





(“LATAM”),?! JAB Wireless, Inc. (“JAB”)??, and NTCH, Inc./Flat Wireless, LLC (“NTCH”)??
want the Commission to either: (1) allow ETCs to remain eligible for reimbursement in
additional markets where a carrier has no ETC designation, or (2) extend reimbursement
eligibility to all types of covered equipment operators and carriers, including non-ETCs. RWA
agrees with these commenters that to the extent the Commission insists on limiting eligibility to
ETCs, it extend eligibility to such ETCs in markets where they have no ETC designation, but
believes the better solution is to extend eligibility to all covered equipment operators and
carriers, including non-ETCs that meet the congressional definition contained in HR.4998.

The Computing Technology Industry Association (“CompTIA”) argues that “the
Commission should remain focused” on USF program recipients “and not expand its aim to
encompass communications networks generally, since doing so would replicate other federal
efforts and give rise to significant legal questions.”?* Ideally, the Commission will refrain from
adopting new rules until all federal actors harmonize their activities. Doing so would make
CompTIA’s concern moot. While WTA — Advocates for Rural Broadband (“WTA”) contends
“that the [removal] requirement and [reimbursement] eligibility should be limited to ETCs,” this
limitation is heavily premised on the concern that there may not be “adequate funding” in the

reimbursement program. While there may not be adequate funding to reimburse a// ETCs, the

2 LATAM Comments at p. 10 (“Thus, if the Commission requires non-USF recipients to remove existing
equipment, they should be permitted to participate in any reimbursement program without having to become
ETCs.”).

22 JAB Comments at p. 7 (“Accordingly, the Commission’s implementing regulations should permit extending
reimbursement to those portions of an ETC’s facilities where it does not operate as an ETC.”).

23 NTCH Comments at p. 6 (“Being an ETC really has nothing to do with the relatively limited obligations
undertaken by a party who seeks reimbursement for replacement covered equipment. There is no indication at this
time that Congress intends that the award of monies appropriated for reimbursement should be limited to ETCs, and
there is no reason for the Commission to do so either.”).

24 CompTIA Comments at p. 1.





Congressionally authorized funding will ensure that small ETCs — those carriers most in need of
replacement funding -- are adequately funded. Finally, NCTA suggests that the Commission
lacks the legal authority to extend a removal mandate to non-ETCs. Nonetheless, it concedes
that if the “Commission imposes a ban on use by any USF recipient of equipment and services
from covered companies — irrespective of whether such use is self-funded — then the scope of the
remove and replace funding program should cover all affected recipients, and not just ETCs.”%
Only three commenters -- CTIA, the State E-Rate Coordinators Alliance (“SECA”), and
USTelecom -- insist that non-ETCs and non-USF recipients be exempted from having to
participate in any mandatory equipment-replacement mandate, and by extension, forgo
reimbursement. CTIA believes that including non-ETCs, rural health care providers, and
libraries “could create financial burdens to a reimbursement fund with little clear benefit to
national security.”?® This analysis is simply wrong. A wireless telecommunications carrier
utilizing covered company equipment that is not an ETC and does not receive USF support poses
the same risk to national security as a wireless telecommunications carrier utilizing covered
company equipment that is an ETC and that does receive USF support. CTIA concedes that “[1]f
money remains, the Commission can then consider whether to reimburse [schools, libraries, and
health care facilities that receive USF support] for removal of covered equipment.”?’ Here,
CTIA does not dispute the fact that non-ETC carriers and other USF recipients utilize equipment

that poses a risk to national security. Indeed, CTIA agrees that reimbursement funding could be

made available to them, and this policy position presumes the equipment those operators utilize

23 NCTA Comments at p. 3.
26 CTIA Comments at p. 12.
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does pose a national security risk. CTIA also argues that the Commission lacks the legal
authority for expanding the mandate (discussed below) and that “practical considerations counsel
in favor of regulatory restraint.”?® RWA believes that rather than dictating “regulatory restraint,”
practical considerations warrant an all-encompassing nationwide solution for all covered
company equipment, not an ad hoc approach that leaves vulnerable back-doors.

SECA, meanwhile, focuses its attention on its argument that “there has been little use
made of E-rate funding in the procurement of covered equipment by schools and libraries.”?’
However, SECA also acknowledges that “use of covered equipment by providers of Category 1
telecommunications and Internet access services...is not easily tracked in USAC’s E-rate
databases and is therefore difficult to quantify.”*° This uncertainly as to how much covered
company equipment is used in the U.S. is precisely why RWA supports a methodical, as opposed
to reactionary, FCC rulemaking process. This deliberative process begins with an expansive
information collection inquiry>! wherein all covered company equipment users in the U.S. (not
just ETCs) should submit information to the Commission. Finally, it is important to note that
SECA does not object to those network operators providing equipment to schools and libraries

also receiving ETC designation in the future or otherwise qualifying as ETCs for the sole

purpose of participating in an FCC reimbursement program.®? To the extent there is not

2 1d. 13-14.

2 SECA Comments at pp 2-3. According to SECA, the total amount of Category 2 covered company equipment
funded since FY 2016 is less than $4.5 million and involves only 24 applicants.

N 1d. atp. 4.

31 «“Wireline Competition Bureau and Office of Economics and Analytics Open Reporting Portal for Supply Chain
Security Information Collection,” WC Docket No. 18-89, DA 20-166, OMB-3060-1270, (released Feb 26, 2020).

32 SECA Comments at p. 4.
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sufficient funding and the issue of reimbursement “prioritization” becomes important, RWA
urges the FCC to prioritize small wireless carriers over other operators or users of covered
company equipment due to the widespread use of rural wireless carrier networks by those living
and travelling in rural markets.

USTelecom, for its part, cautions the Commission to “stay clearly within the bounds of
its legal authority” and confine the scope of any new rules “to equipment and services funded
through the USF.”** More specifically, it wants to limit replacement and removal obligations to
ETCs for two reasons. First, it argues that “ETCs are most likely to have covered equipment.”
However, until a data collection process concludes, there is no way of knowing precisely the
scale to which covered company equipment is used by non-ETC wireless carriers in the U.S.
Second, it argues that “inclusion of other USF recipients, like rural health care providers and
libraries, could put large administrative burdens on the reimbursement fund without proportional
benefit to national security.”3* However, as discussed above, the cost to reimburse equipment
used in schools, libraries, and rural health care centers is likely to be a nominal amount.>’
USTelecom, like CTIA, has issues about the prioritization of reimbursement funding, but it too
concedes that “[i]f there is money left over, [the Commission] can consider whether to reimburse
other USF participants for removal of covered equipment.”*® Provided the Commission has the

legal authority to proceed with a comprehensive equipment replacement-and-removal regimen,

33 USTelecom Comments at p. 6.
3 Id. atp. 14.
35 Supra atn. 28.

36 USTelecom Comments at p. 14.
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which RWA and many other commenters believe it does, there exists considerable industry
support for a “one-time” fix that would expand eligibility to non-ETCs and non-USF recipients.

IV.  THE COMMISSION RETAINS THE NECESSARY LEGAL AUTHORITY TO
EXPAND AN EQUIPMENT REPLACE-AND-REMOVE PROGRAM.

In its comments, RWA demonstrated that the Commission holds ample legal authority
under Sections 316, 214, and 229 of the Communications Act of 1934, as amended (“Act”) to
extend a replacement and removal mandate to non-ETCs and non USF recipients.>’” More
specifically: (1) Section 316(a)(1) permits the Commission to impose technical and other
standards on wireless licensees; (2) Section 214(c) allows the Commission to grant a certificate
to engage in wireline transmissions only if doing so is in the public interest, and nothing prevents
an FCC rulemaking adding national security conditions to this certification process; and (3)
Section 229(b) of the Act (“CALEA”) grants the Commission unambiguous authority to
prescribe rules that will prevent any interception of communications or access to call-identifying
information, unless otherwise permitted. These three sources of legal authority are broad-based,
and unlike Section 889 of the National Defense Authorization Act for Fiscal Year 2019 (“2019
NDAA”),® they allow the FCC to require a// impacted carriers and network operators to remove
entire systems - - and not just specific pieces of Huawei and ZTE equipment, as long as they are

classified as covered company equipment.

37 RWA Comments at pp 5-8.

38 Pub. L. 115-232, 132 Stat. 1636.
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V. THE REIMBURSEMENT MECHANISM APPLIED BY THE COMMISSION
MUST BE EXPANSIVE IN SCOPE, INCLUDE ALL UPSTREAM AND
DOWNSTREAM EQUIPMENT AND SUB-COMPONENTS, ALLOW FOR
REASONABLE OPERATIONAL AND ADMINISTRATIVE COSTS, AND
ESTABLISH CLEAR STANDARDS FOR DETERMINING APPROVED
EQUIPMENT.

While Huawei and ZTE equipment is used by a mix of companies and institutions in the

U.S., the vast majority of users of such equipment are rural wireless telecommunications carriers.

If any group of companies knows what it would take to fully replace and move this equipment,

and the cost of completely overhauling both network cores and RANS, including all

administrative costs, it is rural wireless carriers and their representative associations and
coalitions. In its comments, RWA urged the Commission to adopt a reimbursement policy that
largely followed what the Commission instituted in the Television Broadcast Incentive

Auction.?® Specifically, RWA proposed the creation of a Catalog of Eligible Reimbursement

Expenses that includes all infrastructure, administrative, engineering costs related to the

construction of a new wireless system and the decommissioning and disposal of the legacy

wireless, and all services supporting both projects. Regardless of the final form, RWA
recommends a reimbursement policy that is highly inclusive and considers all of the costs
incurred by an impacted equipment operator or wireless carrier. There is broad-based support

for such a policy among the rural carriers that will be the most impacted by a replacement-and-

removal mandate, and the associations representing them. *°

3 RWA Comments at p. 3.

40 CCA Comments at p. 8 (“[i]t will be important for the funding vehicle to address the costs of full compliance with
the requirements, including equipment or services of affiliates and partners to the extent that the equipment or
services are relevant to compliance with the new rules.”); JAB Comments at p. 10 (“The Rules Should Reimburse
for Removing and Replacing All of the ETC’s Covered Company Equipment and Associated Equipment.”); Mark
Twain Communications Company at p. 5 (“The reimbursement program must be based on the costs of new
equipment and not on the depreciated value of existing equipment.”); NTCH Comments at pp. 7-8 (Calling for
reimbursement of the costs of both all necessary new equipment and all disposal costs for legacy equipment.); PRTC

14





In its FNPRM, the Commission also inquired as to whether it should authorize
reimbursement for “technology upgrades,” for example, allowing a carrier currently operating a
2G or 3G network to be reimbursed for the costs of deploying a 4G LTE or 5G network.*! RWA
endorses such a policy,*? as do CompTIA,* JAB,* PRTC, *° and Nokia.*® No parties explicitly
oppose such a policy. The Commission needs to recognize the simple fact that technology is
constantly evolving and newly-manufactured equipment will naturally be upgraded from what
was originally manufactured and deployed in prior years.

If the U.S. wants to protect its communications networks in the 21% Century, it needs to
do its best to make sure that all newly deployed equipment (even equipment outside the scope of
this rulemaking proceeding) lacks security holes or intentional backdoors subject to foreign actor
manipulation. One way to accomplish this objective is for the FCC to prohibit carriers from
deploying equipment that is not on a Commission-created “white list” of approved vendors and

devices. Another way is to have equipment vendors certify compliance with relevant legislation

Comments at p. 16 (Calling for reimbursement of all “reasonable” costs, including costs of new replacement
equipment, disposal of legacy equipment, insurance premiums, and charges or penalties associated with cancelling
existing vendor contracts.); RWBC Comments at p. 26 (“The Coalition therefore respectfully urges the Commission
to adopt a reimbursement mechanism that covers all reasonable costs, that does not force small wireless carriers to
absorb any portion of these costs, and that does not impinge upon the four existing universal service programs.”);
WTA Comments at p. 8 (“The limited WTA members that have covered equipment in their networks are open to not
using or agreeing not to use within a designated period of time communications equipment or services from covered
companies. However, this willingness is contingent on the establishment of a reimbursement fund that can be used
by carriers to cover the costs of ripping and replacing existing covered equipment in their networks.”).

41 FNPRM at 9 137.

4“2 RWA Comments at p. 13.

4 CompTIA Comments at p. 6.

44 JAB Comments at p. 11.

4 PRTC Comments at p.17, FN 39.

46 Nokia Comments at p. 7.
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or administrative rules. While most commenters remained silent on whether the Commission
should create a “white list” or require manufacturer certification, several carriers and
associations support these common sense proposals.*’

TIA, in its comments, supports an alternative solution to the two proposals discussed
above. Specifically, TIA calls for “industry-led standards and best practices for supply chain
security” that apparently do not rely on additional regulation.*® In hindsight, it was precisely this
laissez faire attitude, lack of regulatory oversight, and delayed government intervention that led
to the predicament the industry is currently facing. The more prudent course of action for the
FCC and other federal agencies and departments is to team together and create a government
seal-of-approval either through a vendor “white list” or by shifting a regulatory burden for
certification and compliance to the vendors and not the network operators. If for no other reason,
these proposals would reduce the need for a future replace-and-remove mandate costing billions
of dollars.*® Regardless of whether the FCC develops a vendor “white list” or alternatively
requires manufacturers to certify compliance with some type of national security standard, the
burden of guaranteeing the security of replacement equipment should definitely not fall on rural
carriers. To reinforce this point, both RWA and NTCA urge the Commission to create a “safe

harbor” that eliminates carrier liability for any potential future violations.>°

47RWA Comments at p. 14; RWBC Comments at p. 14; Mark Twain Comments at p. 5; and Triangle Comments at
p- L.

4 TIA Comments at p. 11.

4 In the unlikely event that permitted “white list” vendors are eventually classified by the Federal government as a
national security threat, or, a carrier deploys replacement network equipment purchased from a vendor that certifies
compliance to national security regulations (but that carrier is eventually classified as a national security threat), this
should hopefully shift all financial burdens that might be incurred in yet another future replace-and-remove mandate
to the vendors and away from wireless consumers and network operators.

SO RWA Comments at p. 3. NTCA Comments at p. 3.
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VI. NETWORK REPLACMENT PROJECTS SHOULD BE IMPLEMENTED IN
PHASES OVER A RESONABLE NUMBER OF YEARS.

Industry associations or coalitions like RWA, NTCA and RWBC - - whose members are
disproportionally impacted by these proposed rules - - are in complete agreement that any
transition period will require multiple years to complete. WTA believes its members might
require a “long” period of time (up to seven years) to successfully deploy replacement equipment
and remove existing equipment, while RWA and RWBC’s deployment estimates are also in the
five-year to ten-year time range.>! Even CTIA urges the Commission to provide “adequate
transition periods” for all impacted carriers.’> A few individual carriers such as JAB and
Triangle believe they can complete such a network transition in two or three calendar years, but
such a speedy transition is not particularly realistic.>> JAB and Triangle are assuming that they
can negotiate with an equipment vendor, take receipt of the customized equipment, and hire
scarce network engineers, tower crews, and other technicians to install the equipment once it is
eventually delivered. >* JAB and Triangle will be competing with many other commenters in
this proceeding to purchase the equipment and support services necessary to make network
changes. The reality is that ample time is required for al// impacted users of Huawei and ZTE
equipment to make the migration. Creating an unrealistically short transition window serves no

practical purpose; it will only invite the inevitable flurry of waiver requests due to carriers facing

STRWA Comments at p. 15; RWBC Comments at p. 13; and WTA Comments at p. 5.
32 CTIA Comments at p. 3.

33 JAB Comments at pp. 14-15 and Triangle Comments at p. 5. Triangle notes that if there is a delay in funding, the
build-out process could take between four and seven years.

3 These various equipment acquisition and deployment milestones are in addition to all of the follow-up back-office

systems testing and systems integration involving engineering, customer care, billing, and sales necessary before a
new network can be rolled-out to paying customers.
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unforeseen equipment deployment or equipment removal delays - - and there are always
unforeseen delays.

How should the Commission organize the inevitable network transitions and avoid
industry chaos? Thankfully, the Commission has already managed a very similar, multi-party,
nationwide, facilities-deployment project: the Broadcast Television Incentive Auction post-
auction transition. This “re-packing” project involved the Commission designating all re-
locating television stations into one of ten “phases” spaced over the course of several years.
RWA wholeheartedly supports such a construct to be used in the present case.>> RWBC also
supports the notion of a phased transition “tailored time slots.”>® Other commenters such as
CCA and PRTC note that there is no one-size-fits-all transition timeline for all impacted network
operators, and that carriers need some degree of flexibility.>’ As the Commission conducts its
information collection campaign and eventually develops its phased transition schedule, it can
work with individual carriers and place them in the appropriate transition phase, where nimble
carriers could make the transition on the front-end and those requiring more time could be slotted
into a later phase. So while Nokia believes that individual companies can accomplish a
successful network transition in one to three years,’® due to a foreseeable shortage of tower
crews, network engineers, qualified field installation and integration personnel, and a desire to

avoid service disruptions, it will serve the public interest to extend the entire transition window

3 RWA Comments at p. 15.
36 RWBC Comments at p. 12 (promoting the use of “tailored time slots”).
37 CCA Comments at p. 8; PRTC Comments at pp. 12-13.

8 Nokia Comments at p. 6.
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and then divide up those transitioning carriers into several phases stretching over at least a five to

seven year period.

VII. THE COMMISSION SHOULD KEEP USF SUPPORT IN PLACE UNTIL
NETWORK OPERATORS CAN SUCCESSFULLY TRANSITION TO NEW
NETWORKS
In its comments, RWA urged the Commission to delay any final designation of Huawei

or ZTE until after: (1) legislation is adopted that includes a sufficient amount of congressionally-

appropriated reimbursement funding; (2) the Commission completes its information collection
efforts; and (3) the Commission adopts a fully comprehensive replacement and removal program
that allows for the reimbursement of a// reasonable costs incurred by a// operators using covered
company equipment, including all necessary administrative costs, and all equipment and services
that are crucial to an operating network but that are not necessarily manufactured by a covered
company.>® RWA believes that the public interest warrants that USF support remain available to
current recipients so that carriers do not run the risk of having to shut down networks and
remove wireless coverage before replacement wireless systems are constructed and wireless

users migrate to these systems. RWA is not alone in this sentiment. WTA recognizes that “for a

significant period of time, it will be necessary for affected carriers to continue to use covered

960

equipment”®” and “that the Commission should revise its adopted rule to allow limited USF

support to go towards ensuring that covered equipment continues to operate while the transition

is underway.”®!

% RWA Comments at pp 10, FN 23.
% WTA Comments at p. 6.

¢ WTA Comments at p. 6.
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If the Commission proceeds with adopting a new rule banning the use of covered
company equipment, it must seriously consider the real-life impact of forcing carriers to
prematurely remove fully-functioning 2G and 3G system (especially CDMA-based systems)
prior to the natural end of their operational life cycles. Today, companies other than Huawei and
ZTE can manufacture, customize, and sell 4G LTE and 5G systems designed “from the ground-
up”’ and which do not need to be backwards-compatible with and reliant upon those legacy 2G
and 3G systems utilizing covered company equipment. In a situation where covered company
equipment is in the last few years of its usable lifecycle, rural carriers should be permitted to
keep these legacy systems running with existing USF support until the network transition is
complete in that particular market. There is a recognizable public interest harm in having dozens
of 2G and 3G wireless networks go completely dark due to a lack of financial support. The
quicker the FCC completes a phased transition, the quicker the covered company equipment gets
removed and destroyed. If the federal government believes certain networks or certain parts of
the country pose an increased security risk, those networks and markets can be slotted in an
earlier transition phase. This approach will prevent nationwide coverage blackouts and
widespread service interruptions. Failing that, the Commission must grant waivers to impacted
rural network operators so that covered company equipment can remain operational for however
many years it will take for the replacement and removal program to run to completion.®?

VIII. CONCLUSION

RWA is grateful that Congress passed HR.4998. This was a pivotal first step. The next

steps are for President Trump to quickly sign the bill into law and for lawmakers to then

appropriate the $1 billion in funding so that the Commission can adopt rules that will provide for

62 CHIME Comments at p. 3 and Nokia Comments at p. 5.
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a covered equipment replacement and removal program. As the FCC goes down this road, it
must do so carefully and deliberately. First, the solution implemented must be a one-time fix.
As national security is the objective, then success should be defined as the 100% elimination of
covered company equipment. This means that all users of this equipment (e.g., wireless carriers,
wireline carriers, schools, libraries, health care centers) should be required to remove the
equipment, regardless of whether they are ETCs or USF recipients. Second, all parts and
components, and even non-covered company equipment used in tandem with these systems, that
must be removed and decommissioned should be eligible for reimbursement. In short, all
reasonable costs incurred by small network operators to successfully complete their network
transition should be fully reimbursable, without exception. Third, before legacy systems are
turned off and removed, the replacement systems should be fully deployed and tested using
equipment acquired from “white list” vendors or vendors certifying compliance to standards.
Carriers should not have to carry the national security “certification” burden; this burden should
be transferred to vendors. Fourth, the Commission needs to allow the transition to occur in a
methodical manner and employ deployment phases similar to what it did in the post-auction

transition of TV broadcasters, ideally for a period of five to ten years.
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Finally, throughout this entire replacement and removal process, the Commission needs

to maintain USF support to those carriers who are operating 2G, 3G, and 4G LTE systems.

Respectfully submitted,
RURAL WIRELESS ASSOCIATION, INC.

By:  /s/ Carri Bennet

Carri Bennet, General Counsel

5185 MacArthur Blvd., NW, Suite 729
Washington, DC 20016

(202) 551-0010
legal@ruralwireless.org

March 3, 2020
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Via www.regulations.gov/docket?D=B15-2020-0001

April 22, 2020

Richard E. Ashooh

Assistant Secretary for Export Administration
Bureau of Industry and Security

Department of Commerce

Washington, D.C. 20230

Subject: Request for Comments on Future Extensions of the Temporary General License
(TGL)

Dear Assistant Secretary Ashooh:

The U.S. Chamber of Commerce appreciates the Bureau of Industry and Security’s
(BIS’) temporary general license (TGL).! It authorizes certain transactions with a specific
foreign company and its affiliates (collectively, covered companies or entities) that were added
to the BIS entity list in May 2019.2 The latest TGL expires on May 15, 2020.°

The decision by BIS to apply the TGL to certain categories of transactions between U.S.
firms and the covered entities was constructive from economic and security perspectives. The
determination also spared many U.S. businesses from having to file multiple export license
applications with the agency. The Chamber acknowledges BIS’ positive action, and we urge the
agency to continue soliciting industry feedback on the TGL in the coming weeks.

Summary

The U.S. Chamber of Commerce appreciates the Bureau of Industry and Security’s (BIS’)
temporary general license (TGL), which constructively applies to certain categories of
transactions between U.S. firms and specific foreign entities. We urge BIS to consider the
following points in its proposed rulemaking on future TGL extensions:

Enable business engagement in international standards bodies.

Make the TGL permanent to mitigate negative impacts on industry.

Clarify that security updates (e.g., networks and handsets) are authorized.

Revise BIS policy to enhance the effectiveness of covered transactions, including ones
outside the TGL.




http://www.regulations.gov/docket?D=BIS-2020-0001

http://www.regulations.gov/docket?D=BIS-2020-0001



Moreover, the Chamber urges BIS to consider the following points in its March 12
proposed rulemaking on future TGL extensions.*

Enable Business Engagement in International Standards Bodies

A top Chamber priority is to receive updated guidance for businesses concerning
engagement in international standards organizations. We urge BIS to publish an update to its
August 2019 General Advisory Opinion Concerning Prohibited Activities in the Standards
Setting or Development Context When a Listed Entity Is Involved (AO).®> The Chamber was
pleased to hear BIS leadership indicate at our March 10 roundtable on technology standards
development that the release of a revised AO is expected soon.

The U.S. benefits when industry and the federal government effectively influence the
development or revision of international technology standards. The smart development of
international standards advances U.S. commercial and security priorities by facilitating
constructive outcomes such as improved interoperability, greater trust in online transactions, and
strengthened competitiveness of American products and services. There is a strong relationship
between standards and innovation that BIS and the Chamber have a shared interest in
promoting.®

Assertive and sustained U.S. engagement in standards bodies is instrumental to
America’s economic well-being. The standards development process should continue to be
industry led, open, consensus based, and balanced. Specifically, there should be meaningful
involvement from a broad range of parties—including any business that is interested in
participating—to prevent any single group, foreign nation, or company from dominating the
decision making.” The U.S. will compete successfully in the international standards race if U.S.
industry is allowed to participate as unfettered as possible in standards bodies.

Make the TGL Permanent to Mitigate Negative Impacts on Industry

BIS should consider making the TGL permanent. The current arrangement, which
provides for relatively brief extensions—ranging from weeks to a few months—is not
sustainable. A permanent codification of the TGL would allow companies to make long-term
planning decisions, rather than focusing on short-term strategies to mitigate business disruptions
and opportunity costs.

At a minimum, the Chamber urges BIS to renew TGL in 12—-18 months cycles.® A longer
extension is appropriate because of complications stemming from the coronavirus. BIS and
industry have a mutual interest in facilitating reliable communications services. We want to
prevent potentially handicapping overseas networks, such as those involving covered companies
and where the coronavirus is spreading.

In addition, compliance with the TGL (e.g., administrative, regulatory, and legal costs)
absorbs businesses’ resources and diverts them from other critical initiatives. Businesses are
concerned about regulatory expenses and an overall lack of programmatic certainty. Extending





the TGL permanently would empower companies to mitigate a range of potentially negative and
unforeseen consequences, including the following:

e Loss of revenue from product (e.g., software and hardware) maintenance and support
(e.g., cybersecurity) services.

e Negative operational impacts on customer relationships, including customers (e.g.,
communications companies) that rely on critical patches and updates.

e Reputational harm, owing to companies’ inability to provide secure and reliable products
and services.

Clarify That Security Updates Are Authorized

Networks and equipment. BIS should clearly state that security updates are authorized for
devices, equipment, and systems. Wireless communications systems are complex undertakings
that span the globe; many contain U.S.-sourced hardware, software, and other vital components.
System operators regularly rely on a mix of vendors to build and operate their networks. It is
common for some communications providers to leverage specific providers, possibly including
the covered companies that are the focus of BIS regulations. Given the global nature of
telecommunications, carriers often connect with foreign entities that may utilize covered entity
equipment. To best preserve the free flow of safe and reliable international communications, the
TGL should be permanently extended.

Handsets. The TGL should authorize software and firmware updates, including by
authorized entities using a secure and configurable mechanism. Any company that operates older
versions of software may experience difficulty shifting existing systems to different hardware.
Handset security frequently involves key U.S. actors (e.g., wireless network operators, device
manufacturers, and operating system and application service providers) collaborating to build,
test, and disseminate software patches and updates. Many of these U.S.-sourced technologies are
covered under BIS’ new export restrictions, which could lead to unwanted consequences. As
with maintaining networks and equipment, supporting handsets should be part of extending the
TGL.

Further, handsets that lack software patches/updates can expose users to cyber risks and
open gaps in wireless ecosystem security. Such outcomes are largely preventable with
appropriate support and run counter to U.S. policy.*® Much of the work needed to create security
fixes is managed by the handset maker. However, devices under warranty need to be periodically
repaired or replaced, including with the assistance of U.S. firms. These types of narrow
transactions with covered companies should be allowed.!! The Chamber believes that putting the
TGL on stable footing is warranted to safeguard consumers from risks associated with
unsupported handsets. Given the rapidly changing cyber threat landscape, cutting-edge security
should be an integral part of each generation of technology.





Revise BIS Policy to Enhance the Effectiveness of Covered Transactions, Including Ones
Outside the TGL

BIS should contemplate a number of changes to its policies to make the TGL program
function more effectively for transactions inside and outside its licensing regime. The security
patches and bug fixes that are authorized under the current TGL are difficult to provide on
devices and equipment that are not running the latest version of software because, under the
TGL, companies are also constrained to deploy newer versions that may have enhanced
functionality as well. If communications companies are required to operate using older versions
of software (owing to export controls), which is connected to newer technology, network
stability would be further strained. Thus, BIS should permit upgrades to newer versions of
software to enable communications companies to operate their networks more effectively.

The security enhancements that are authorized under the current TGL are more difficult
to provide on older hardware. Software companies typically fix security issues and
vulnerabilities in the latest version of software and urge customers to upgrade to the latest
version through remote (e.g., network download) and/or local means (e.g., removable media).
Prior software releases are often not tested from a hardware integration point of view and need to
be handled manually, including in situations with covered companies, where upgrading to newer
releases is not permitted by law and/or regulation.

BIS should create a new category that authorizes businesses to share technology with
covered entities for the purpose of troubleshooting problems on behalf of communications
companies and joint customers/end users. Limitations on businesses’ ability to jointly offer
support causes delays in maintenance and assistance to critical infrastructure. The Chamber
believes that BIS should support contract arrangements between a covered company and a third-
party communications provider that are compliant with certification requirements. This way,
appropriate upgrades can be made to networks and equipment without needing to get a copy of
the contract from each communications provider/end user that will receive the same upgrade.

In addition, if communications providers are compelled to switch to nonstandard
hardware, software companies would be required to develop and/or certify the new hardware,
which would take substantial time and resources. Policymakers’ interest in switching to
hardware and infrastructure of noncovered entities should be balanced against the effects (e.g.,
compatibility, certification, and stability issues) that such a transition would have on the software
that would run on new hardware.

*k*k

Thank you for the opportunity to comment on BIS’ proposed rule, especially the
additional time afforded to stakeholders. If you have any questions or need more information,
please do not hesitate to contact Christopher Roberti (croberti@uschamber.com, 202-463-3100)
or Matthew Eggers (meggers@uschamber.com, 202-463-5619).

Sincerely,
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mailto:meggers@uschamber.com

mailto:meggers@uschamber.com
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Christopher D. Roberti Matthew J. Eggers
Chief of Staff Vice President, Cybersecurity Policy
Senior Vice President, Cyber, Intelligence,

and Security
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The Honorable Rich Ashooh

Assistant Secretary for Export Administration
Bureau of Industry and Security

U.S. Department of Commerce

1401 Constitution Avenue, NW

Washington, DC 20230

Re: Request for Comments on Future Extensions of Temporary General License (TGL)
(BIS 2020-000)

Dear Assistant Secretary Ashooh:

The Global Business Alliance (GBA), formerly the Organization for International Investment (OFll),
appreciates the opportunity to provide the following comments in response to the request for
comments on Future Extensions of Temporary General License (TGL).

GBA exclusively represents the U.S. subsidiaries of many of the world’s leading international
companies. International companies are invested in just about every industry and in every state
across the United States, but they are especially concentrated in the manufacturing sector —
responsible for employing 20 percent of America’s manufacturing workforce. Moreover,
international companies reinvest $100 billion annually back in their U.S. operations which adds
to their ongoing presence and commitment to our economy.

Along with creating millions of high-paying U.S. jobs, these international companies operating in
the United States produce over a quarter of U.S. goods exports, sending American-made goods
to customers around the world. In short, international companies help broaden America’s
economy and open new markets.

GBA’s mission is to ensure that policymakers at the federal, state, and local level understand the
critical role that foreign direct investment (FDI) plays in America’s economy. GBA advocates for
fair, non-discriminatory treatment of foreign-based companies and promotes policies that will
encourage them to establish and expand U.S. operations, which in turn increases American
employment and U.S. economic growth.

We appreciate the work that the U.S. Department of Commerce does to help grow our economy
and attract international investment. We are pleased to have the opportunity to comment on
the Future Extensions of Temporary General License and believe that these recommendations
will add stability to the business environment in the United States.

99 M Street, SE Suite 200 Washington, DC 20003 202/659-1903 www.globalbusiness.org





Provide greater certainty on the duration of authorised transactions

As a general observation, repeated short-term extensions of the TGL have a negative impact on
long term planning, create uncertainty and introduce additional costs for impacted businesses
throughout the supply chain. If BIS is content with the scope of the authorised transactions within
the current TGL (and taking into account the time elapsed since the TGL was introduced in May
2019) it would be preferable if the TGL was made permanent. However, we also note BIS’s stated
objectives that the TGL is intended to allow time for companies and persons to shift to alternative
sources of equipment, software and technology. If the concept of making the current TGL
permanent is not consistent with policy objectives, we suggest that specific non-controversial
provisions could be made permanent. Within this we would include the provisions that allow the
continued operation and support of existing networks and equipment and provisions aimed at
preventing security incidents. Such provisions do not impact long term policy objectives but will
support the continued operation of existing infrastructure which is crucial to maintain effectively
functioning end-to-end communications networks.

Explicitly permit urgent and necessary business continuity activities

We believe the scope of authorised transactions should explicitly permit measures taken in
support of crisis management and necessary business continuity activities. By its very nature,
planning for the unexpected is very difficult to define, however we suggest it is possible to limit
thisto urgent business continuity activities such as imminent network failure, network
degradation, or contingency measures required in respect of events such as the Covid-19
pandemic. We would also be supportive of a requirement to report any use of the TGL for this
purpose, giving BIS an effective control should it consider it capable of being misapplied. On this
basis express provision could be made to broaden the definition of authorised transactions to
include urgent business continuity activities (such as troubleshooting, remote diagnostics,
patching and vulnerability management) which are necessary to maintain and support the
integrity and continued operation of existing networks and equipment.

Transparency of Licensing criteria

We would welcome additional transparency regarding the BIS criteria for individual licence
approval or denial. It would also assist commercial planning if a definitive time limit for licence
applications to be determined were published. This would mitigate any uncertainty caused by
pending applications and support the transparency of supply chains and help underpin strategic
risk mitigation of critical infrastructure.

Thank you for your consideration of our comments. GBA appreciates the work of the U.S.
Department of Commerce and applauds your understanding of the value of foreign direct

investment to our economy.

Sincerely,

Nancy McLernon
President & CEO
Global Business Alliance

GBA comment on TGL extension 4/22/20 Page 2 of 2






Before the
Bureau of Industry Security
United States Department of Commerce
Washington, DC

Inre

Request for Comments on Future Docket No. BIS 2020-0001
Extensions of Temporary General License

COMMENTS OF THE COMPUTER & COMMUNICATIONS INDUSTRY
ASSOCIATION

Pursuant to the request for comments published by the U.S. Department of
Commerce in the Federal Register at 85 Fed. Reg. 17,300 (Mar. 27, 2020), the Computer
and Communications Industry Association (CCIA) submits the following comments
regarding the future extensions of temporary general licenses (TGL) to Huawei
Technologies and its non-US affiliates on the Entity List." CCIA represents technology
products and services providers of all sizes, including computer hardware and software,
electronic commerce, social media, telecommunications, and Internet products and
services. CCIA members employ more than 750,000 workers and generate annual
revenues in excess of $540 billion.

CCIA appreciates the opportunity to provide input in this proceeding. The status
of the TGL is a source of uncertainty for many technology and telecommunications
companies. In order to ensure that companies have the transparency, continuity, and
predictability that they need to do business, CCIA recommends certain changes to the
TGL process with regard to Huawei and its non-US affiliates on the Entity List.

I. Provide Certainty on the Duration of TGL Provisions

The current practice of repeatedly extending the short-term TGL causes great
uncertainty to businesses that are currently relying on products and equipment covered

under the TGL. If BIS determines that the transactions allowed in the TGL are

L CCIA is a 501(c)(6) trade association representing the high technology products and services sectors. A
list of CCIA members is available at http://www.ccianet.org/members.





permissible, those transactions should be incorporated into the Entity List and made
permanent to provide businesses with the certainty they need for long-term planning.
CCIA recognizes that an initial purpose of the TGL was to give companies the necessary
time to transition away from Huawei equipment. If BIS finds that making the full TGL
permanent would conflict with this policy objective, BIS should examine if there are
discreet unobjectionable provisions of the TGL that could be made permanent.
Specifically, BIS should make permanent provisions allowing the continued operation
and support of existing networks and equipment and provisions that bolster security.
These provisions would not harm long-term policy objectives but would allow the
continued operation of existing infrastructure, which is crucial for maintaining end to end
communications networks.

I1. Explicitly Permit Urgent and Necessary Business Continuity Activities

The scope of authorized transactions in the TGL should explicitly permit
measures for the purpose of crisis management or necessary business continuity
activities. Necessary business continuity activities could be defined to include imminent
network failure, network degradation, or emergency contingency measures for events like
the COVID-19 pandemic. The ongoing pandemic has demonstrated how vital network
dependability is to businesses and consumers, and it is essential that companies are able
to perform all the necessary actions required to maintain network performance.
Therefore, an express provision needs to explicitly broaden the definition of authorized
transactions to include activities including troubleshooting, remote diagnostics, patching,
and vulnerability management, which are necessary to maintaining and supporting the
integrity and continued operation of existing networks and equipment.

ITI. Increase Transparency of Licensing Criteria

To give businesses increased certainty and continuity, BIS should provide
increased transparency for the criteria of approval or denial of individual licenses. There
should also be timing guidelines for license applications to be determined. This would
allow businesses the predictability necessary for long-term planning, and would decrease

confusion in the supply chain.





IV. Ensure that Companies are Able to Provide Security Updates

Companies must make security updates and vulnerability patches to ensure the
security and reliability of their systems and networks. If the TGL is not extended, it will
be impossible for companies to make these important updates in some cases. This will
result in uncertainty in the supply chain and decreased dependability in networks. The
necessity of these updates further emphasizes the need to make important provisions of
the TGL permanent. Companies need the certainty that they will be able to make
important security updates to their equipment.

V. Conclusion

CCIA appreciates the opportunity to provide recommendations in this matter.
The competing policy priorities for consideration in this proceeding are substantial, and
striking the right balance is a complicated task. CCIA’s recommendations are meant to
highlight the importance of transparency and certainty to industry, as well as the
importance of maintaining the dependability of communications networks during a time

when they are critical to our nation’s consumers.

April 22, 2020

Sincerely,

/s/ Vann Bentley

Policy Counsel

Computer & Communications Industry Association
25 Massachusetts Ave NW, Suite 300C
Washington, DC 20001

(202) 479-3771

vbentley(@ccianet.org
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Submitted electronically via https://www.regulations.gov

Mr. Richard E. Ashooh

Assistant Secretary for Export Administration
Bureau of Industry and Security

U.S. Department of Commerce

14th Street and Pennsylvania Avenue, N.W.
Washington, D.C. 20230

Re: Comments of CTIA on Future Extensions to Huawei Temporary General License, Docket
No. BIS 2020-0001/RIN 0694-ZA02

Dear Assistant Secretary Ashooh,

CTIA! respectfully submits these comments in response to the Bureau of Industry and
Security’s (“BIS”) March 12, 2020 Notification of Inquiry (“Notification of Inquiry”) requesting
comments on future extensions of the temporary general license (“TGL”) authorizing certain
transactions with Huawei Technologies Co., Ltd. and its affiliates on BIS’s Entity List (collectively,
“Huawei”) under the Export Administration Regulations (“EAR”).?

I. INTRODUCTION AND SUMMARY

CTIA represents the U.S. wireless communications industry and the companies
throughout the mobile ecosystem that enable Americans to lead a 21st century connected life.
CTIA’s members are working tirelessly to deploy safe and secure 5G and next generation
wireless networks and services to U.S. consumers. As we have seen during the ongoing COVID-

1 CTIA — The Wireless Association® (“CTIA”) (www.ctia.org) represents the U.S. wireless communications industry
and the companies throughout the mobile ecosystem that enable Americans to lead a 21st century connected life.
The association’s members include wireless carriers, device manufacturers, suppliers as well as apps and content
companies. CTIA vigorously advocates at all levels of government for policies that foster continued wireless
innovation and investment. The association also coordinates the industry’s voluntary best practices, hosts
educational events that promote the wireless industry, and co-produces the industry’s leading wireless tradeshow.
CTIA was founded in 1984 and is based in Washington, D.C.

2 Request for Comments on Future Extensions of Temporary General License (TGL), 85 Fed. Reg. 14,428 (BIS Mar.
12, 2020) (notification of inquiry); Request for Comments on Future Extensions of Temporary General License (TGL),
85 Fed. Reg. 17,300 (BIS Mar. 27, 2020) (notification of inquiry; reopening comment period) (reopening the
comment period through April 22, 2020).
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19 pandemic, connectivity is vital to providing information, delivering essential services, and
tracking emerging developments in the United States and around the world.

CTIA appreciates BIS’s decision to put in place the TGL authorizing certain transactions
with Huawei and welcomes the opportunity to provide comments in response to the
Notification of Inquiry.

First, CTIA urges BIS to grant a long-term extension of the TGL, which has permitted
transactions necessary to maintain certain telecommunications network equipment and to
provide essential security updates and repairs to customers with Huawei handsets and other
devices. Continued extension of the TGL to allow for ongoing support of certain equipment and
devices, along with cybersecurity research and vulnerability disclosures, is vital. The relief
provided by BIS has protected consumers and operators from severe disruptions in
telecommunications networks and cyber risks that would have occurred had the TGL not
allowed for the development and provision of security patches and updates and related
activities. Extension also is consistent with the administration’s statements in support of
reasonable relief that does not pose a threat to U.S. national security and will prevent an
inundation of license applications from companies seeking authority to engage in transactions
that do not raise U.S. national security concerns.

Maintaining the status quo is even more imperative in light of current uncertainties
associated with the COVID-19 pandemic. This includes a rush to add capacity, and the
heightened risk of cyber threats during this vulnerable period, which may well last 18 months
or longer.? The global pandemic highlights the vital role of telehealth, virtual meetings, online
school, and social media across the globe as governments, non-governmental organizations,
public health officials, and ordinary citizens deal with an unprecedented global challenge. Now
more than ever it is essential that operators have a stable and predictable regulatory
environment and consumers have access to service and devices.

Second, CTIA requests that BIS reinstate and modify the standards development
authorization that was in the original, May 2019 TGL to clearly permit exchanges in furtherance
of the development of global telecommunications standards as part of any duly recognized
international standards body or association. Doing so will prevent unintended consequences
that could have long-term, negative ramifications for U.S. industry and U.S. competitiveness.

3 See P. Baker and E. Sullivan, “U.S. Virus Plan Anticipates 18-Month Pandemic and Widespread Shortages,” N.Y.
Times (Mar. 17, 2020), available at https://www.nytimes.com/2020/03/17/us/politics/trump-coronavirus-

plan.html.
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Il.  EXTENSION OF THE TGL IS NECESSARY TO MANAGE AND SECURE EXISTING NETWORK
EQUIPMENT AND DEVICES.

The TGL currently authorizes transactions with Huawei in support of three types of
activities: (1) continued operation of existing networks and equipment; (2) support of existing
personal consumer electronic devices and Customer Premises Equipment; and (3) cybersecurity
research and vulnerability disclosures. The relief provided in these three categories has
facilitated transactions needed to operate and maintain existing telecommunications network
equipment and to provide critical security updates to Huawei equipment, handsets, and other
devices. The TGL’s permissions have helped to avoid significant harm to consumers and
operators. Avoiding negative ramifications is even more vital given the current economic
uncertainty and efforts by operators to maintain and ramp up connectivity in this environment.

Telecommunications networks require constant maintenance, repair, and replacement
to maintain secure and reliable services. The provision of software fixes, security vulnerability
patches, and other updates to existing network equipment helps to ensure secure and reliable
service, without which, consumers will suffer. While CTIA understands BIS’s interest in
operators shifting to other, non-Huawei sources of equipment, software, and technology, it is
critical to keep in mind that network equipment takes a relatively long time to resource and
requires a significant investment. This is reflected in the recently enacted Secure and Trusted
Communications Networks Act, which prohibits federals funds from being used to purchase
equipment made by Huawei and ZTE and establishes $1 billion for replacement costs to help
small operators meet these new requirements, providing the recipients of funds one year to
effect permanent replacement, subject to a possible extension.* Congress and the President
recognized that significant time and money are needed to swap network equipment. The FCC
also has recognized this in its related proceeding.’

Continuing the TGL will address these concerns while preventing disruptions to
networks in the United States and around the world, which have proven critical in the COVID-19
pandemic, as public health officials track and respond to the crisis. Citizens, doctors,
government officials, and innovators have been racing to deploy new solutions for
communication with their communities and to stop the spread of infection. Now is not the

4 Secure and Trusted Communications Networks Act of 2019, Pub. L. No. 116-124 (2020); see also A. Cullen,
“Trump Signs $1B Bill To ‘Rip and Replace’ Huawei, ZTE Gear,” Law360 (Mar. 12, 2020), available at
https://www.law360.com/articles/1252892/trump-signs-1b-bill-to-rip-and-replace-huawei-zte-gear.

5 See Protecting Against National Security Threats to the Communications Supply Chain Through FCC Programs;
Huawei Designation; ZTE Designation, 85 Fed. Reg. 230 (FCC Jan. 3, 2020) (final rule); Protecting Against National
Security Threats to the Communications Supply Chain Through FCC Programs, 85 Fed. Reg. 277 (FCC Jan. 3, 2020)
(proposed rule).
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time to hamper global operators’ ability to maintain the health of the networks on which those
connections rely.

At the same time, it is critical to ensure that consumer devices, which support personal
and professional communications, are updated and protected from a range of cyber risks. The
U.S. government has recognized that keeping software up to date is essential for safeguarding
against cyberattacks, and protecting consumers from identity theft, fraudulent charges, and
other cyber threats is of paramount importance.® Participants in the wireless ecosystem—
including manufacturers, operating system developers, and wireless network operators—each
have a role in addressing security concerns. Identification of vulnerabilities, creation of
software updates or patches, compatibility testing, and release of the updates require
collaboration among the various participants, including Huawei. Ongoing, limited engagement
with Huawei to protect the security of equipment and devices in the market benefits American
consumers by reducing the risk that they will be subject to device compromise.

Ill.  CTIA URGES BIS TO REVISIT STANDARDS DEVELOPMENT ACTIVITIES IN THE TGL.

While the guidance BIS published in August 2019 on standards setting and development
activities involving Huawei has been instructive,’ certain preparatory activities and technical
exchanges leading up to the creation of published standards may fall outside of the exceptions
in Section 734.7 of the EAR, as there may not be an intent to publish all such input information.
This uncertainty chills U.S. participation in standards development activities involving Huawei,
as U.S. companies may be cautious to ensure full compliance with the EAR. Modifying the TGL
to permit standards-related activities would protect collaborative work on security and
standards in interoperable global telecommunications.

Limited technical exchanges, including formal submissions as well as informal
discussions, are necessary to develop standards that provide the building blocks for nascent

6 Federal Trade Commission, Mobile Security Updates: Understanding the Issues, Commission Report February 2018
at 5, available at: https://www.ftc.gov/system/files/documents/reports/mobile-security-updates-understanding-
issues/mobile_security updates_understanding_the_issues_publication_final.pdf; see also FCC, Press Release, FCC
Wireless Telecommunications Bureau Launches Inquiry into Mobile Device Security Updates (May 9, 2016),
available at: https://apps.fcc.gov/edocs public/attachmatch/DOC-339256A1.pdf; DHS, Strategic Principles for
Securing the Internet of Things (loT) (Nov. 15, 2016), available at:
https://www.dhs.gov/sites/default/files/publications/Strategic Principles for Securing the Internet of Things-
2016-1115-FINAL....pdf.

7 BIS, General Advisory Opinion Concerning Prohibited Activities in the Standards Setting or Development Context
When a Listed Entity Is Involved (Aug. 19, 2019), available at:
https://www.bis.doc.gov/index.php/documents/advisory-opinions/2437-general-advisory-opinion-concerning-
prohibited-activities-in-the-standards-setting-or-development-context-when-a-listed-entity-is-involved/file.
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technology. This type of collaboration and communication enable the design and production of
products that are critical to U.S. competitiveness. On the other hand, fear of violating export
controls could threaten the leading role played by U.S.-based standards setting organizations.
By discouraging U.S. companies from participating in a process that forms the foundation for
new technology, U.S. industry may not be able to lead in technological innovation, including 5G.

The U.S government has emphasized the importance of global standards work. The
Cyberspace Solarium Commission Report released on March 11, 2020 recognizes the
importance of the United States keeping up in the standards race. In that report, U.S.
policymakers encourage the U.S. to engage “actively and effectively in forums setting
international information and communications technology standards,”® which depends on
“robust and integrated participation from the federal government, academia, professional
societies, and industry.”® This level of engagement will help to “ensure that our most critical
technologies are designed using standards that align with American values.”1® The
Administration’s approach to 5G security calls for enhancing United States leadership on 5G in
organizations that set standards with the private sector and for increased participation by the
private sector in relevant global standards bodies. Constraining U.S. efforts is at odds with calls
by the U.S. government to redouble U.S. standards leadership and development activities.

If BIS reinstates the authorization to engage in exchanges with Huawei as part of
standards development activities, BIS should modify the authorization so that it broadly covers
transactions that are “in furtherance of or for the development of global telecommunications
standards as part of any duly recognized international standards body or association.” First,
given the interrelationship between earlier telecom generations (2G, 3G, 4G/LTE) and nascent
technologies,! the reinstated authorization should not be limited to standards development
solely related to 5G technology. Certain parts of the world have not yet fully deployed 4G, and
many global “operators will still have to upgrade their 4G networks to cope with growing
demand” in the run up to 5G.*? As McKinsey reports, 5G will not render 4G obsolete: “Like 4G,
5G is not going to be a flash cut. Instead, 5G will evolve side by side with 4G, with logical

8 Cyberspace Solarium Commission Report, Recommendation 2.1.2 (Mar. 2020), available at
https://www.solarium.gov/report.

°Id.

104d. at 18.

1 McKinsey & Company, The road to 5G: The inevitable growth of infrastructure cost (Feb. 2018), available at:
https://www.mckinsey.com/industries/telecommunications/our-insights/the-road-to-5g-the-inevitable-growth-of-
infrastructure-cost.

124,
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evolution phases taking place over the next decade.”!® Because “elements of current 5G
technology build on 4G networks, rather than representing a complete departure—. . . that
means mobile operators can take an evolutionary approach.” ** Standards work on
telecommunications is not always cleanly cabined to “5G” technology, as the development of
such technology is iterative; clarifying this authorization would give experts and industry
stakeholders more comfort about the permissibility of their work.

Second, the original TGL applied to development of standards “as part of a duly
recognized international standards body (e.g., IEEE—Institute of Electrical and Electronics
Engineers; IETF—Internet Engineering Task Force; ISO— International Organization for
Standards; ITU—International Telecommunications Union; ETSI European Telecommunications
Standards Institute; 3GPP—3rd Generation Partnership Project; TIA— Telecommunications
Industry Association; and GSMA, a.k.a., GSM Association, Global System for Mobile
Communications).”*> Because any number of organizations may be involved in the standards
setting process, the reinstated authorization should not be limited to any particular standards
bodies or associations, or it should be broadened to apply to a broader group.

Additionally, should BIS choose to reinstate the authorization to engage in exchanges
with Huawei as part of standards development activities, CTIA also requests that BIS waive the
requirement for each company in the relevant standards body/association to obtain the
certification from Huawei required by paragraph (d) of Supp. No. 7 to Part 744 of the EAR, as
this would be extremely burdensome and may limit the practical effect of the authorization.

IV.  CONCLUSION

CTIA encourages BIS to extend the TGL to permit transactions necessary to operate and
maintain existing telecommunications network equipment and to provide security updates to
customers with Huawei handsets and devices. CTIA also requests that BIS reinstate and modify
its prior authorization for standards development work to allow for exchanges with Huawei in
furtherance of global telecommunications standards development as part of duly recognized
international standards bodies or associations.

13 shane McClelland, Vice President, Strategy and Business Development, Head of Transport at Ericsson blogpost,
5G transport security: What service providers need to evolve?, available at:
https://www.ericsson.com/en/blog/2019/7/5g-transport-security-what-service-providers-need-to-evolve-part1.

1 McKinsey & Company, The road to 5G: The inevitable growth of infrastructure cost (Feb. 2018), available at:
https://www.mckinsey.com/industries/telecommunications/our-insights/the-road-to-5g-the-inevitable-growth-of-
infrastructure-cost.

15 Temporary General License, 84 Fed. Reg. 23,468 (BIS May 22, 2019) (final rule).
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In light of the current uncertainties associated with the COVID-19 pandemic and
operators’ efforts to quickly adapt and add capacity to combat this global challenge, a long-
term extension of the TGL by BIS can act as a stabilizing force that protects consumers and
limits network disruptions worldwide. CTIA appreciates BIS’s openness to industry input on the
TGL and looks forward to continuing to collaborate with the U.S. government on security and
economic issues.

Respectfully Submitted,

/s/ Thomas C. Power
Thomas C. Power
Senior Vice President, General Counsel

CTIA

1400 16th Street, NW, Suite 600
Washington, DC 20036
202-736-3200

www.ctia.org
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Subject: Comments of Hughes Network Systems, LLC Regarding Future Extensions of
Temporary General License (“TGL”), 85 Fed. Reg. 14428, March 12, 2020

Dear Director:

Hughes Network Systems, LLC (“Hughes” or the “Company”) appreciates the opportunity to
provide input on the questions posed by the Bureau of Industry and Security (“BIS”) in the above-
referenced docket and hereby submits its comments regarding future extensions of the Temporary
General License (“TGL”) as applicable to Huawei Technologies Co., Ltd. and 114 of its non-U.S.
affiliates (collectively, “Huawei”) on the Entity List, Supplement No. 4 to Part 744 of the Export
Administration Regulations (“EAR”), 15 C.F.R. Part 744.

1. Introduction

Hughes, a subsidiary of EchoStar Corporation (NASDAQ: SATS), is the global leader in
broadband satellite networks and services. Hughes provides the HughesNet® internet service to
approximately 1.4 million customers across the Americas. Hughes also designs, provides and
installs gateway and terminal equipment to customers for other satellite systems, using Hughes’
JUPITER™ System, the world’s most widely deployed High-Throughput Satellite (HTS)
platform. Leading service providers operate JUPITER System networks over more than 40
satellites, delivering a wide range of broadband enterprise, mobility and cellular backhaul
applications. In addition, Hughes designs, develops, constructs and provides telecommunication
networks comprising satellite ground segment systems and terminals to mobile system operators
and enterprise customers. To date, Hughes has shipped more than 7 million terminals of all types
to customers in over 100 countries, representing approximately 50 percent market share, and its
technology is powering broadband services to aircraft around the world.

II. Hughes’ General Comments

Hughes has an interest in this proceeding because it and the telecommunications industry could be
negatively affected by a decision to decline future extensions of the TGL. Specifically, in the
absence of the TGL, Hughes may be prevented from providing ongoing technical support to
existing customers that use Hughes-supplied satellite ground network equipment and Huawei-
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supplied equipment in their non-U.S. telecommunications networks. In addition, Hughes’ ability
to compete for future business outside of the United States may be adversely impacted if Hughes
is restricted in interacting with Huawei in connection with architecting, supplying, installing,
commissioning, testing, maintaining, repairing and providing warranty or technical support for
Hughes satellite ground network systems that will be connected to Huawei-supplied equipment.
The current state of the TGL also creates significant uncertainty which is exacerbated by the
unprecedented global crisis surrounding the COVID-19 pandemic. During this time, there is much
need for predictability in regulatory frameworks impacting U.S. companies and their ability to
continue supporting existing customers and the provision of connectivity.

For the reasons set forth in this Section II and below, Hughes makes the following
recommendations (“Recommendations”) to BIS in respect of the TGL and the Entity List as
applicable to Huawei:

1) continue to extend the current TGL, as amended, through at least December 31, 2022,
including authorizing “engagement in transactions . . . necessary to maintain and support
existing and currently fully operational networks and equipment, including software updates
and patches . . ..” See Section (c)(1) of Supplement No. 7 to Part 744 of the EAR (“EAR Part
744 Supplement No. 77);

2) allow such maintenance and support for existing and fully operational networks and equipment
to continue pursuant to contract amendments, renewals or extensions entered into after May
16, 2019 by adding the following new text to section (c)(1) of EAR Part 744 Supplement No.
7 after “May 16, 2019 (and making other necessary conforming amendments throughout the
TGL for consistency): “and amendments to or extensions or renewals of contracts entered into
on or before May 16, 2019, for purposes of continuing warranty, maintenance or technical
support’;

3) create a new authorized transaction (4) under section (c) of EAR Part 744 Supplement No. 7
as follows:

“(4) Releases of certain technology in connection with non-U.S.
telecommunications networks: BIS authorizes engagement in transactions, subject
to other provisions of the EAR, involving the release of Software classified under
ECCNs 5D991, 5D992 and EAR99 and Technology classified under ECCNs
5E991, 5E992 and EAR99 as necessary for the supply, installation, commissioning,
testing, operation, repair, maintenance and warranty or technical support, including
software updates and patches, of non-U.S. telecommunications networks being
procured or operated by ‘third parties’ for use outside of the United States, which
may incorporate items subject to control under the EAR that are connected to
Huawei equipment.”;
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4) create a new authorized transaction (5) under section (c¢) of EAR Part 744 Supplement No. 7
as follows: “(5) The authority of NLR and the use of License Exception TSU may be used for
transactions with Huawei after May 16, 2019.”; and

5) or as an alternative to recommendation #4, amend the License Requirement applicable to each
of the Huawei entities listed on the Entity List as follows: “Notwithstanding the licensing

requirement, the authority of NLR and the use of License Exception TSU may be used.”

111. Hughes’ Specific Responses to BIS’s Questions

1. What would be the impact on your company or organization if the temporary general
license is not extended?

Given the breadth of the prohibitions associated with companies on the Entity List, Hughes would
expect to incur significant administrative burden and cost in a variety of situations if the TGL is
not extended. In addition, the economic and operational impacts of Hughes’ inability to continue
providing warranty support may adversely impact Hughes’ ability to retain business with its
customers because Hughes’ customers would likely need to either replace the Hughes-supplied
network equipment or the Huawei-supplied equipment (the impact of which is discussed in the
response to Question #2).

Hughes currently provides warranty and technical support to two non-U.S. customers utilizing
Huawei-supplied core network equipment in their existing, operational ground-based
communications systems, one located in _ and the other in h Hughes is under
contract to provide warranty support for these communications systems through at least the end of
- and , respectively. Hughes’ warranty support obligations include ongoing technical
support, maintenance, repair, and software updates and support for continued nominal operation
of the system (including Huawei equipment) plus troubleshooting and fault resolution.

In the event of a system issue, Hughes is responsible for troubleshooting, identifying, and resolving
anomalies, defects, or problems that may relate to its and Huawei’s equipment. To resolve an issue,
Hughes would need to engage one or more of Huawei’s regional affiliates for support associated
with the Huawei-supplied core network. It is reasonably possible that in this connection, Hughes
may need to release EAR-controlled Technology (as limited in scope as reasonable under the
circumstances) in order to isolate the root cause of the anomaly and enable Hughes or Huawei to
resolve it, as appropriate.

If the TGL is not extended and Huawei remains on the Entity List, Hughes may be unable to
provide warranty support, thereby compromising the integrity of both of its customers’ systems.
In the best case, the warranty support work would become much more costly and administratively
burdensome because Hughes would be required to conduct an export licensing analysis prior to
any discussions or information exchanges with Huawei. Compliance personnel may also need to
be assigned to monitor each and every interaction with Huawei, including regular status meetings,
to ensure there are no unauthorized releases of controlled Technology. Emergency meetings would
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be virtually impossible because compliance personnel would need to be readily accessible and able
to monitor and oversee each and every meeting.

In the worst case, if release of controlled Technology was required to resolve a system issue, the
inability to provide such Technology could lead to a scenario where a single critical fault results
in communications services not being available to governmental users, first responders, or
communities already suffering from limited or no telecommunications services. Such a result
would be even more disastrous where the users are government and essential workforce personnel
responding to the ongoing COVID-19 crisis.

2. Given the TGL was implemented to prevent the interruption of existing network
communication systems and equipment, and allow time for companies and persons to
shift to other sources of equipment, software and technology (i.e., those not produced by
Huawei or one of its listed affiliates), what would be required for your organization or
industry to achieve such an end-state?

To achieve such an end-state, an alternative core network supplier would need to be identified and
sourced and design changes would need to be developed, deployed and tested. The design
modifications would need to support interoperability and functionality with Hughes-supplied
satellite communications network equipment, meet delivery schedules, budgetary, quality and
integration requirements, and personnel would need to be trained on the new system accordingly.
These efforts would result in potential network disruption for Hughes’ customers and millions of
dollars in added costs to Hughes and its customers.

For your industry or organization, how long would it take until the authorization(s) in the
temporary general license would no longer be required?

Replacement of Huawei-supplied core network equipment would require a minimum of -
(and possibly longer).

What are costs associated with this shift and are there issues where the prohibited
equipment, software and technology are prevalent and alternative solutions may not be
available?

Depending on complexity, maturity, scope and scale of the particular project, Hughes currently
estimates cost impacts to be upwards of _ However, based on market trends, current
availability of comparable core network technology, and potential impact of COVID-19, costs
exceeding ﬁ would not be unexpected.

Are there specific use cases where cessation of use is not feasible?
Existing, fully operational non-U.S.-based telecommunications networks using Huawei-supplied

equipment currently support a wide range of users, including government personnel, first
responders, and communities that have limited or non-existent communications capabilities.
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Cessation of use could lead to significant disruptions of network operations and service outages
for critical users of these networks, including essential workers that require continued network
access to effectively perform services during a time of global crisis. Cessation of use could also
create liability and unnecessarily expose Hughes to significant adverse financial, legal, and
reputational consequences.

3. If the TGL is extended, what potential revisions should BIS consider to enhance
effectiveness for both covered transactions and transactions outside of the scope of the
temporary general license?

BIS should consider revising the TGL and the Entity List by adopting the Recommendations in
Section II, incorporated herein by reference. These Recommendations would be applicable
primarily to transactions involving releases of technology that are not critical to U.S. national
security or in connection with the provision of U.S.-based technical support to non-U.S.
telecommunications networks using Huawei-supplied equipment that interoperates with U.S.-
origin equipment.

In respect of Recommendations #4 and #5, BIS should make available the authority of NLR and
License Exception Technology and Software Unrestricted (“TSU”), 15 C.F.R. § 740.13, for
transactions involving Huawei.! License Exception TSU authorizes the export and reexport of
certain types of technology, including operation technology and software; sales technology and
software; software updates (bug fixes); and “mass market” software subject to the General
Software Note. “Operation technology and software” is defined as the “minimum technology
necessary for the installation, operation, maintenance (checking), or repair of those commodities
or software that are lawfully exported or reexported under a license, a License Exception, or NLR.”
15 C.F.R. § 740.13(a). License Exception TSU includes the release of “use technology only to the
extent required to ensure safe and efficient use of the commodity or software,” and does not include
development or production technology. /d.

License Exception TSU is directly relevant to the continued operation of Hughes’ existing
networks and would help define the types of activities that are authorized. For example, Hughes
would be able to rely on TSU to release operation technology and software to Huawei to identify
and resolve system anomalies, defects, or problems relating to the core network. The release of
such technology would be limited in scope and purpose, and only to the extent needed to identify
the root cause of the anomaly and/or allow Huawei to resolve the anomaly with the Huawei core
network.

Moreover, the Recommendations are consistent with U.S. national security and foreign policy
interests. Huawei was added to the Entity List following the determination there is reasonable
cause to believe that Huawei has been involved in activities contrary to the national security or

! License Exception TSU is contemplated, at least in part, in section (c)(1) of the EAR Part 744
Supplement No. 7 through the authorization of the release of software to address bug fixes, security
vulnerability patches, and other changes to existing versions of the software.
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foreign policy interests of the United States. Addition of Entities to the Entity List, 84 Fed. Reg.
22961 (May 21, 2019). However, risks to U.S. national security and foreign policy interests in
connection with transactions involving non-U.S. networks using Huawei-supplied technology are
greatly mitigated because they do not: 1) implicate information and communications technology
and services (“ICTS”) in the United States; 2) involve critical infrastructure or the digital economy
in the United States; or 3) cause an unacceptable risk to national security or to the security and
safety of U.S. persons. See Executive Order 13873, Securing the Information and Communications
Technology and Services Supply Chain, 84 Fed. Reg. 22689 (May 15, 2019). Further, to the extent
U.S. national security interests are implicated because such networks may contain U.S.-origin
technology, there is little to no harm that would result if the Recommendations are adopted given
their limited scope and purpose.

Accordingly, the Recommendations would provide much needed clarity on the intended scope of
transactions covered by the Entity List restrictions, and reduce the unintended application of those
restrictions to other types of low-risk transactions without jeopardizing U.S. national security or
foreign policy interests.

4. What potential alternatives to either extending the TGL or allowing it to expire will
facilitate compliance with the supplemental requirements of the Entity List entries for
Huawei and its listed affiliates while reducing complexity for implementation purposes?

The Recommendations and our response to Question #3 are equally applicable to Question #4.
For transactions outside the scope of the Recommendations, an export license would still be
required prior to releasing U.S.-origin Technology to Huawei. The Recommendations would also
provide clarity to U.S. companies, particularly in the case of the continued operation of non-U.S.
based networks using Huawei-supplied technology, and reduce complexity of implementation as
BIS would not be overburdened with unnecessary license applications for transactions that may
otherwise be authorized.

5. There may be further costs associated with the current extension or non-extension of the
current TGL (e.g., lost business opportunities)—what are they and what additional
guidance should BIS consider?

U.S. companies’ ability to navigate technical discussions and exchanges with Huawei regarding
fully operational networks remains unclear. As a result, Hughes, and other U.S. companies, are
potentially overburdening BIS with requests for export licenses and/or guidance for transactions
that involve low-level technology (i.e., EAR99), sales technology, or in the case of existing
networks, are limited to operation technology and software. Reservations as to whether the TGL
will continue to be extended creates cost uncertainty and complexity for Hughes and other U.S.
companies that are contractually bound to continue supporting existing networks or must consider
whether to renew warranty support contracts.

The alternatives confronting Hughes and many U.S. companies—replacing entire networks and
systems that use Huawei-supplied technology, or taking a limited approach to new opportunities—
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are financially and logistically impracticable and potentially unsustainable. These alternatives are
likewise contrary to Commerce Secretary Wilber Ross’ remarks at the BIS Annual Conference,
clarifying that transactions that do not pose a threat to U.S. national security will be licensed, which
will help to minimize the transfer of revenue streams from U.S. companies to foreign firms.
Remarks by U.S. Commerce Secretary Wilber L. Ross at the Bureau of Industry and Security
Annual Conference on Export Controls and Security, prepared July 9, 2019,
https://www.commerce.gov/news/speeches/2019/07/remarks-us-commerce-secretary-wilbur-1-
ross-bureau-industry-and-security.

Further, as other commenters have noted,? the potential impacts caused by the COVID-19
pandemic have demonstrated a clear need for essential services, including the operation of and
access to telecommunications networks. Government and private users around the world require
uninterrupted access to carry out COVID-19 response efforts. As such, stability and predictability
in continuing to support existing networks is vital to U.S. companies now more so than ever. In
that regard, additional guidance or clarity from BIS as to the continuation of the TGL, or published
guidance on the subject, consistent with our Recommendations and our response to Question #3,
would greatly enhance industry understanding regarding the appropriate approach for dealings
with Huawei now and in the future.

* * *

2 See Docket No. BIS-2020-0001, Public Comment 7 on TGL NOI, CCA and NCTA, A Maltas
et al. 3-25-20.
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The TGL supports important objectives with respect to existing U.S.-based telecommunications
networks and U.S. national security and foreign policy concerns, but, as currently drafted, creates
significant uncertainty for U.S. companies. Revising the TGL and the Entity List and/or publishing
additional guidance consistent with our Recommendations and these comments can greatly reduce
those burdens, while promoting the overall objectives of restricting the release of U.S.-origin
Technology to Huawei and its non-U.S. affiliates on the Entity List. For these reasons, Hughes
urges the Department to modify the TGL and/or publish additional guidance consistent with our
Recommendations and as described in these comments.

Hughes would welcome the opportunity to discuss its Recommendations and these comments if
BIS wishes to do so.

Respectfully submitted,

b%w@é@

Margaret S. Ververis
Trade Compliance Counsel
margaret.ververis@hughes.com

N FIAS

Sean P. Fleming
Vice President and Associate General Counsel
sean.fleming@hughes.com

HUGHES NETWORK SYSTEMS, LLC
11717 Exploration Lane

Germantown, Maryland 20876

(301) 428-5500
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General Comment

As a long-term professional in the defense industry (retired as a Principal Fellow from
Raytheon in 2014, PhD MIT '73), I have become aware of many efforts by Chinese companies
to serve their government in ways not normally thought of as normal business processes. I
believe that Huawei is in a unique position to insert malware, especially hardware, into systems
at the very core of systems such as 5G now being rolled out, and I believe that the Chinese
government can compel Huawei to do so at any time.

In my opinion it is therefore contrary to the national-security interests of the United States of
America to allow any export of technology to this company, and equally to allow use of their
products in systems deployed on American soil or anywhere we have important security
interests. I hope you will refuse to extend this license any further.
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General Comment

Director, I received the Department of Commerce's request for Pubic input on BIS-2020-0001 -
Huawei Temporary General License Extensions this morning via email.

Having traveled to China frequently, and also being an avid reader of the Wall Street Journal,
which has for years reported of the theft of Cisco trade secrets and technology by Huawei, I
took an interest in this publication.

In regard to this Huawei license, as a citizen of the US, and given that Huawei has already
stolen much, if not all of its technology from a US company, Cisco, and has been competing
unfairly with Cisco for years, not just domestically, but around the world, it would not seem
reasonable nor fair for our US Government's Department of Commerce to give Huawei and its
114 affiliates a license, let alone extend it. It is well known that the Chinese government
employs practices that not only do not respect individual privacy of its citizens (customers of
Huawei), regularly censors, but invades and disregards individual and business privacy. In
traveling to China, I've personally found no freedom of speech. China actively blocks dozens
and dozens of internet sites such as Youtube, Google, gmail, Netflix, Wikipedia, Amazon, The
New York Times, BBC, Dropbox, Reuters, The Wall Street Journal, Bing and many more.
Many executives I've traveled with are not allowed to bring their company laptops to China or
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company phones and bring disposable electronics, because of the not just high risk, but
inevitable hacking of their hard drives, contacts, and other digital information and assets.

The Chinese response to the corona virus in subduing their citizens with mandatory GPS Apps
has been deplorable. Their crushing of free speech in Hong Kong, with force is not encouraging
to progress in human rights in CHina. If anything it is regressing.

As an American inventor myself, I find it deplorable that this license even exists at not only the
risk of hacking US citizens and businesses, but at the expense of Cisco, a US company, which
had its technology and trade secrets usurped by Huawei. Yet, the US Commerce Department
has granted license to Huawei. It does not seem apparent that our US Government of Commerce
is protecting US companies and their technology against the constant and ferocious appetite of
the Chinese government to take what it wants by any means from any entity, including one as
large and as important to US military communications as Cisco, and our government allows
licenses to the usurper. As a citizen of the US and a business owner, I find it appalling that there
are 114 affiliates spread all over and integrated into communities where these affiliates may be
using the same known cyber technology as my executive friends and I encounter in China, to
breach local networks and gather information from US business data bases, thereby taking trade
secrets. This type of intelligence gathering is no longer science fiction, and many private and
publicly held companies employ similar technology internally to protect their systems and
leaching out of data from their systems by employees and contractors.

More potent technology for invading databases and other entities computers is employed by the
military - as was reported in Syria only a few months back. Jeff Bezos had his phone contents
hacked in Saudi Arabia recently. So, why would our US Department of Commerce allow what
appears to be the perfect storm, putting US businesses and individuals personal, private, and
trade secrets at risk by allowing Huawei, an entity well known for usurping technology, to
extend such a license to operate?

It is also fairly well known that China has a mandate to have the best in technology in every
category of STEAM, agriculture, manufacturing, electronics, aviation, weaponry,
transportation, etc. by 2025. There are also frequent reports of agents of the Chinese
government posing as investors in Silicon Valley start-ups, gaining access to the technology,
and usurping that technology back to china, leaving the start ups high and dry. I've had three
start-up companies with Chinese investment ties visit my small business in the past year - all
interested in the advanced manufacturing technology that we've built. We've declined to work
with them, because their objectives to absorb and transfer innovation are obvious. Combine this
technology agenda with the Chinese "Belt and Road' objectives and it would seem the Chinese
wish to use the 2025 technology mandate, to dominate world commerce. Extending this license
to Huawei would seem to make their goals of stealing US technology from 114 hubs, more
easily achievable. Please do not extend this license to Huawei and remove what equipment
they've installed to protect the personal, private, technology and trade secrets of innovative big
companies like Cisco, small companies like mine, and individual US citizens.

Thank you.
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CompTlA

Via the Federal eRulemaking Portal: http://www.regulations.gov

March 25, 2020

Matthew S. Borman

Deputy Assistant Secretary for Export Administration
Regulatory Policy Division

Bureau of Industry and Security

U.S. Department of Commerce

1401 Constitution Ave NW

Washington, DC 20230

Re:  Request for Comments on Future Extensions of Temporary General License (TGL),
BIS 2020-0001 / RIN 0694-ZA02

Dear Mr. Borman:

The Computing Technology Industry Association (CompTIA),! the leading association for the
global information technology (IT) industry, thanks you on behalf of our members for the
opportunity to provide feedback on future extensions of the Temporary General License to
Huawei and 114 of its non-US affiliates on the Entity List (“TGL”).2

We appreciate the Department’s recognition that the TGL serves an important purpose for U.S.
businesses by giving them time to transition to non-Huawei products and services. However, the
45-day time period of the TGL has caused uncertainty and prevented companies from making
actionable business decisions for the future. If the TGL is not extended, companies will
experience a loss of revenue, negative impacts on customer relationships and reputational
damage largely due to the inability to provide critical updates and patches that are necessary to
maintain the security and stability of critical software.

As such, we recommend that BIS incorporate activities authorized by the TGL into the actual
Entity List designation for Huawei and its named affiliates, rather than subjecting businesses to

1 CompTIA works to promote investment and innovation, market access, robust cybersecurity
solutions, commonsense privacy policies, streamlined procurement, and a skilled IT workforce.

2 Department of Commerce, Bureau of Industry and Security (BIS), Request for Comments on
Future Extensions of Temporary General License (TGL), 85 Fed. Reg. 14428 (Mar. 12, 2020),
https://www.govinfo.gov/content/pkg/FR-2020-03-12/pdf/2020-05194.pdf.
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the uncertainty of short-term license extensions. Rather than continuing short-term extensions, a
permanent codification of the TGL will allow companies to focus and develop long-term plans
and transition strategies as opposed to focusing on short term (45-90 day) mitigation strategies.

In terms of modifying the substance of the TGL itself, please see our recommendations below:

Recommendation #1: BIS should remove the certification requirement in the TGL
which requires that exporters obtain a copy of the contract between Huawei and a third
party. The current requirement adds an unreasonable administrative burden, especially as
it relates to patches and software updates and is unclear as to how far the requirement
extends. At the very least, BIS needs to confirm that a copy of one contract between
Huawei and a third party that is in compliance with the certification statement fulfills the
requirement for certification for the applicable patch/fix, without the need to obtain a
copy of the contract from every third party that will receive the same patch/fix.

Recommendation #2: BIS should remove the limitation in the TGL on upgrades and
enhanced functionality which has a significant impact on network stability. Because the
current TGL does not authorize upgrades that enable new functionality or features,
companies are unable to provide security updates and bug fixes. Additionally, the
security patches and bug fixes that are currently authorized under the TGL are more
difficult to provide on an older landscape. Typically, software companies fix security
issues and vulnerabilities in the latest release and ask customers to upgrade to the latest
version. However, with the current restrictions, telecom companies are forced to operate
an older version of software. This creates not only risks related to security and stability,
but also creates challenges when a company has to connect to newer technology.
Previous releases are often not tested from a landscape integration point of view and need
to be done manually for situations such as this, where upgrading to a newer release is not
permitted by law. Allowing upgrades to newer versions of software will give telecom
companies the ability to operate their networks with minimal disruption and maintain
their stability, which aligns with the overarching purpose of the TGL.

Recommendation #3: BIS should authorize the sharing of technology with Huawei for
purposes of jointly troubleshooting issues experienced by telecom companies and joint
customers/end-users. The current limitation not only prevents companies offering joint
support but also causes delays in maintenance of critical infrastructure.

Complying with the elements of the TGL as described above has created an extensive
administrative burden on companies large and small, taking important resources away from
critical projects and limiting U.S. industry’s ability to achieve the ideal end-state described by
BIS. Finally, if the TGL is not extended and modified, the resulting technological restrictions





and support limitations may cause significant security and stability issues with critical
infrastructure, making it even more difficult to transition to non-Huawei hardware. Further, if
telecom providers decide to switch to non-standard hardware, software companies will be
required to develop and/or certify the new hardware, which will also take substantial time and
resources. Therefore, the U.S. government’s interest in switching to non-Huawei hardware and
infrastructure should be balanced with the impacts that such a transition will have on the
software (e.g., compatibility, certification, stability on the new infrastructure).

CompTIA sincerely appreciates the opportunity to provide feedback on the TGL and hopes to
continue engaging with BIS on this issue. Since the circumstances of the TGL are unique and
require careful weighing of economic and national security considerations, we believe these
modifications would ensure that the restriction remains end-user and end-use based and give
companies the assurance needed to plan long-term transitions. Our members are in full support
of furthering U.S. national security while maintaining U.S. technological leadership, and we
believe the above requested modifications will provide the necessary balance to achieve those
purposes.

Sincerely,
Ken Montgomery Dileep Srihari
Vice President Vice President & Senior Policy Counsel

International Trade Regulation & Compliance

ki
Juhi Tariq

Senior Manager
International Trade Regulation & Compliance






MAVENIR

March 25, 2020

Honorable Richard E. Ashooh

Assistant Secretary for Export Administration
Bureau of Industry and Security

U.S. Department of Commerce

14" Street & Pennsylvania Ave., N.W.
Washington, DC 20230

Re: Comments of Mavenir Systems, Inc. on Temporary General License for Huawei
Technologies Co. Ltd.: Docket No. BIS 2020-0001

Dear Assistant Secretary Ashooh:

In accordance with the Bureau of Industry and Security’s request for public comments on the
temporary general license (“TGL”) for certain limited interactions with Huawei Technologies Co. Ltd. and
its affiliates (collectively “Huawei”), as set forth in the March 12, 2020 Federal Register, 85 Fed. Reg.
14428, Mavenir Systems, Inc. (“Mavenir”) respectfully submits the following comments.

As discussed in detail below, Mavenir recommends that the TGL be amended: (i) to remove the
limitation that support and maintenance must be limited to networks and equipment that were fully
operational as of May 16, 2019; and (ii) to specify that the TGL will remain in effect until revoked by the
Bureau of Industry and Security (“BiS”). We emphasize that Mavenir requests these amendments to the
TGL solely so that Mavenir can support Mavenir software products sold to bona fide commercial
telecommunications companies, and installed on those companies’ Huawei equipment, or on
equipment managed for those companies by Huawei.

1. Background

Mavenir’s global headquarters is located at 1700 International Parkway, Richardson, Texas
75081. Mavenir is engaged in the business of developing and distributing software solutions and
providing related services for the commercial telecommunications industry. Mavenir’s software-based
network solutions provide and facilitate internal protocol-based voice and video communications and
messaging services. Mavenir distributes its software products and provides related services to leading
commercial telecommunications companies throughout the world.

Mavenir’s software products are developed globally and distributed to its customers primarily
from servers located in the United States, and, accordingly Mavenir treats those software products as
subject to the EAR, under section 734.3(a) of the Export Administration Regulations, 15 C.F.R. Parts 730-
774 (the “Regulations”). The Mavenir software products are classified for export control purposes under
ECCN 5D002, 5D992, 5D991 or EAR99, as the case may be.

Mavenir Systems, Inc, E info@mavenir.com
1700 International Parkway, Suite 200, Richardson, TX, 75081, USA www.mavenir.com

1of5





MAVENIR

Because the Mavenir software is critical to key functions of its customers’ telecommunications
networks and services, when Mavenir sells and supplies its software products to one of those
telecommunications customers, it typically also enters into a service contract to provide on-going
support and maintenance for the Mavenir software, as installed on the customer’s telecommunications
network. Under the terms of the standard Mavenir software service contract, Mavenir is contractually
obligated to furnish:

(i) Software updates in the form of software code to correct errors, defects and “bugs” in
the Mavenir software, and to improve the performance of that software; and
(ii) Technical assistance, in the form of consulting services, to assist the customer in

troubleshooting and resolving performance problems, and to assure the customer’s
efficient use of the Mavenir software.

2. Interactions with Huawei

Mavenir understands that certain telecommunications customers (and prospective customers),
primarily outside of the United States, have utilized Huawei equipment in building or enhancing their
infrastructure and networks. Those customers have very substantial investments (likely in the range of
millions of dollars) in Huawei equipment, and may, therefore, be “locked into” Huawei equipment when
the customers replace existing infrastructure or enhance their existing networks. Importantly, Mavenir
has no control over the customers’ buying decisions for new and replacement telecommunications and
network equipment.

In many instances, those customers that do utilize Huawei equipment as the backbone
infrastructure for their telecommunications networks have informed Mavenir that they have entered
into managed services agreements with Huawei, under the terms of which the customers have
effectively “outsourced” the administration, operation and maintenance of their networks to Huawei.
In those circumstances, a United States software vendor, such as Mavenir, must, of necessity, interact
with Huawei in fulfilling its software support obligations to the customer. That interaction may involve
the furnishing of software updates to Huawei personnel, for installation on the customer’s network
and/or the furnishing of technical assistance to Huawei personnel for use by Huawei in the
administration, operation and maintenance of the software on the customer’s network. In those
circumstances, Mavenir does not have any contractual relationship with Huawei, and has no control
over the customer’s decision to enter into a managed services agreement with Huawei.

3. Proposed Amendments to the TGL

The March 12, 2020 BIS notice inviting public comments on the TGL specifically requested
interested parties to identify “what potential revisions should BIS consider to enhance effectiveness
both for covered transactions and transactions outside of the scope of the temporary general license.”
See 85 Fed. Reg. 14428-29. In accordance with that invitation from BIS, Mavenir respectfully requests
that BIS consider the following two proposed amendments to the TGL:

Mavenir Systems, Inc, E info@mavenir.com
1700 International Parkway, Suite 200, Richardson, TX, 75081, USA www.mavenir.com
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Mavenir Systems, Inc,

a.

Remove the Limitation that Support and Maintenance Must be Limited to Networks and
Equipment that were fully Operational as of May 16, 2019: Section (c)(1) of the TGL
provides that software vendors, such as Mavenir, may only provide items subject to the EAR
(e.g., software updates) to Huawei where necessary to support and maintain “fully
operational networks and equipment”, where Huawei has a binding agreement with the
customer that was executed on or before May 16, 2019. Mavenir requests that this
temporal limitation be removed from the TGL, so that United States software suppliers will
be authorized to furnish software support and maintenance, including software updates and
technical assistance subject to the EAR, to bona fide commercial telecommunications
customers, through Huawei, where the software is installed on the customer’s equipment or
networks acquired and implemented after May 16, 2019, or where the customer has
concluded a managed services agreement with Huawei after May 16, 2019. We emphasize
that Mavenir, as a software supplier, has no control over its customers’ decisions as to: (i)
when to acquire or replace telecommunications hardware; (ii) the manufacturer or
supplier of that hardware (i.e., Huawei or another vendor); or (iii) the terms and
conditions of any managed services agreement between a customer and Huawei.

Mavenir believes that this proposed amendment to the TGL is consistent with current BIS
export licensing policy. Mavenir is aware that BIS has issued a number of individual export
licenses which authorize United States software companies to interact with Huawei under
the circumstances described herein, to support bona fide third party customers, even where
the customers have: (i) acquired Huawei equipment after May 16, 2019; and/or (ii) entered
into managed services agreements with Huawei effective after May 16, 2019. Presumably
BIS has made the determination that such software support and technical assistance for
bona fide telecommunications companies, which may involve interactions with Huawei,
does not present any material national security concerns. Thus, in a July 9, 2019 speech at
the BIS Update Conference, Commerce Secretary Wilbur Ross stated that BIS would issue
export licenses for the export/reexport/transfer of items subject to the EAR to Huawei
where the proposed transactions do not present United States national security concerns.

Mavenir believes that this proposed amendment to the TGL will relieve both United States
companies and BIS of substantial burdens in preparing and processing export license
applications, without any material negative impact United States export control objectives.
Importantly, the beneficiaries of such support and maintenance would be Mavenir’s bona
fide telecommunications customers, and not Huawei, so the proposed amendment should
also be consistent with the policy objectives of the BIS May 16, 2019 Entity List order with
respect to Huawei.

Specify that the TGL Will Remain in Effect until Revoked by BIS: The TGL was issued, and

has been renewed, only for a limited period of time (initially for 90 days, and more recently
for 45 days). The current version of the TGL is scheduled to expire on May 15, 2020. See 85
Fed. Reg. 14416 (March 12, 2020). Mavenir respectfully requests that the TGL be extended

E info@mavenir.com

1700 International Parkway, Suite 200, Richardson, TX, 75081, USA www.mavenir.com

30of5





MAVENIR

Mavenir Systems, Inc,

indefinitely, without a specific expiration date, so that it will remain in effect unless and until
revoked by BIS.

The limited period of each extension of the TGL creates great uncertainty for United States
exporters and their foreign customers and prospective customers that have managed
services agreements with Huawei. A United States software supplier cannot be certain that
it will be able to maintain its software products, as installed on customers’
telecommunications equipment and network systems, for the useful life of those software
products. Correspondingly, those third-party customers cannot be assured that they will
have the on-going support and maintenance that they require for continued operation of
the software products on their systems. With the proposed amendments, United States
suppliers of commodities and software to foreign commercial telecommunications
companies and internet service providers will be able to provide those foreign customers
with reasonable assurance that they will receive the support and technical assistance that
they require to operate and maintain their systems, and to furnish service to their
customers.

Mavenir believes that this proposed amendment to the TGL is also consistent with current
BIS policy. Mavenir understands that BIS has issued a series of export licenses authorizing
United States hardware and software suppliers to interact with Huawei in supporting and
maintaining products sold and supplied to third party customers. Each of those export
licenses is effective for 4 years. Allowing support and maintenance activities under the TGL
for a comparable period of time should not, therefore, pose any material threat to, or
otherwise be inconsistent with, United States export control objectives.

In the March 12, 2020 Federal Register notice inviting public comments on the TGL, BIS
asked interested parties to address any actual or potential costs (in the form of lost business
opportunities) associated with the current version of the TGL. See 85 Fed. Reg. 14428-29. In
that context, Mavenir believes that the uncertainty created by the temporary nature of the
TGL poses a serious risk of the loss of business among foreign telecommunications
companies for Mavenir’s products.

If a United States software supplier is unable to provide the assurance to its customers of
on-going support and maintenance, there is a substantial risk that those customers will
simply opt to acquire comparable software products from foreign competitors that are not
subject to restrictions on interactions with Huawei in providing maintenance and support
for their products. In that context, Mavenir understands that Huawei may offer software
solutions that have functions or features similar to those of one or more of the Mavenir
products.

Secretary Ross has stated that, in imposing restrictions on export transactions with Huawei,
it is not the intent of the United States Government to divert business from United States
companies to foreign competitors. It would be an extraordinary and counter-intuitive result

E info@mavenir.com

1700 International Parkway, Suite 200, Richardson, TX, 75081, USA www.mavenir.com
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MAVENIR

if the BIS policy, as reflected in the restrictive terms of the TGL, led to the diversion of
business opportunities from United States suppliers to Huawei. The proposed amendment
to the TGL, as requested herein, will substantially mitigate the risk that business
opportunities to supply commodities and software to bona fide commercial
telecommunication companies outside of the United States will be diverted to foreign
competitors of United States companies, including especially Huawei.

4. Conclusion
Thank you very much for your consideration of these comments and proposed amendments to

the TGL.

Respectfully Submitted,
Mavenir Systems, Inc.

By:

Charles Scott Gilbert
Executive Vice President and
Chief Legal Officer

cc: Pardeep Kohli, President & CEO
John F. McKenzie — Baker & McKenzie LLP

Mavenir Systems, Inc, E info@mavenir.com
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Before the
UNITED STATES DEPARTMENT OF COMMERCE
Washington, D.C.

In the Matter of

Request for Comments on Future Extensions of
Temporary General License under the Export
Administration Regulations

Docket No. B1S-2020-0001

N N N N N N N

COMMENTS OF COMPETITIVE CARRIERS ASSOCIATION AND NTCA—THE
RURAL BROADBAND ASSOCIATION

Competitive Carriers Association (“CCA”)! and NTCA—The Rural Broadband
Association (“NTCA”)? submit these comments in response to the United States Department of
Commerce’s (“DOC”) Bureau of Industry and Security’s (“BIS”) Request for Comments on
Future Extensions of the Temporary General License (“TGL”)® under the Export Administration
Regulations (“EAR”) for export, re-exports and in-country transfers to Huawei Technologies and
114 of its non-US affiliates (collectively “Huawei”) on the Entity List.

CCA and NTCA (collectively, “the Associations”) submit these comments on behalf of

their members to express their collective desire to work with BIS to establish a flexible approach

1 CCA’s membership includes nearly 100 competitive wireless providers ranging from small,

rural carriers serving fewer than 5,000 customers to regional and national providers serving
millions of customers. CCA also represents vendors and suppliers that provide products and
services throughout the mobile communications supply chain.

> NTCA represents approximately 850 independent, community-based telecommunications
companies and cooperatives, along with more than 400 other firms that support or are
themselves engaged in the provision of communications services in the most rural portions of
America.

Request for Comments on Future Extensions of Temporary General License (TGL), 85 Fed.
Reg. 14,428 (Mar. 12, 2020) (to be codified at 15 C.F.R. pt. 744).

1





to the TGL extension process during this unprecedented national crisis stemming from the
COVID-19 pandemic. To this end, the Associations offer comments in several key areas,
including: (1) the COVID-19 pandemic’s dramatic impact on U.S. businesses, including
competitive carriers; (I1) telecommunications companies face acute challenges as a result of
COVID-19; (1) the telecommunications industry—and CCA and NTCA members in
particular—are marshalling an essential and multifaceted response to the ongoing crisis; and (1V)
the importance of BIS granting reasonable extensions of the TGL under EAR for exports,
reexports, and transfers (in-country) to Huawei on a prospective basis and maintaining a flexible
approach to its licensing policy in the face of this unprecedented national crisis.
. There Are Dramatic Economic Consequences for U.S. Businesses from COVID-109.
The COVID-19 pandemic has been a shock to the national and global economy.
Businesses are shutting down, workers are staying home, and millions of Americans are
adjusting their daily lives in order to contain the spread of the virus. Some analysts and
policymakers predict that COVID-19 could have an economic impact on par with the global
financial crisis.* In the short term, Goldman Sachs economists forecast a 24-percent decline in
GDP in the second quarter of 2020, the largest quarterly decline in the history of modern GDP

statistics.> On March 19, the U.S. Department of Labor reported a 30 percent increase in

4 E.g., Press Release, IMF, IMF Managing Director Kristalina Georgieva’s Statement
Following a G20 Ministerial Call on the Coronavirus Emergency, IMF Press Release No.
20/98 (Mar. 23, 2020), https://www.imf.org/en/News/Articles/2020/03/23/pr2098-imf-
managing-director-statement-following-a-g20-ministerial-call-on-the-coronavirus-
emergency.

> Patti Domm, Goldman Sees Unprecedented Stop in Economic Activity, with 2nd Quarter
GDP Contracting 24%, CNBC (Mar. 20, 2020, 2:30 PM EDT),
https://www.cnbc.com/2020/03/20/goldman-sees-an-unprecedented-stop-of-economic-
activity-with-2nd-quarter-gdp-contracting-by-24percent.html.
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unemployment claims over the past week, and unemployment is only expected to continue to rise
for the near future.® These are uncharted waters for American businesses.
1. Telecommunications Companies Face Acute Challenges as a Result of COVID-19.

The crisis is having an acute effect on the telecommunications industry in particular.
With many offices and schools closed, telecommunications providers have faced a surge in
demand to support videoconferencing and other technological solutions for remote work and
learning. At the same time, telecommunications companies are operating under the same
conditions as other U.S. businesses, with reduced capacity to make the home visits that are
sometimes necessary to maintain service. The pandemic has caused challenges across the board,
from the obvious strains on infrastructure and service capacity to areas of telecommunications
that are often overlooked. For instance, providers of telecommunications relay services—a
critical service that allows individuals with hearing or speech disabilities to make and receive
phone calls by way of a human operator as an intermediary—are under significant stress. As
elsewhere, demand for these services has increased, and the number of employees available to
relay calls at in-person call centers has been sharply diminished.’

That is just one example of how COVID-19’s impact in the United States has called for a
response from the telecommunications industry. Doctors and patients are increasingly making

use of telehealth and telemedicine services in lieu of in-person consultations, in order to limit

6 Patricia Cohen, A Torrent of Job Losses Threatens to Overwhelm the U.S. Economy, N.Y.

TIMES (Mar. 19, 2020),
https://www.nytimes.com/2020/03/19/business/economy/coronavirus-employers-
unemployment.html.

Telecommunications Relay Services and Speech-to-Speech Services for Individuals with
Hearing and Speech Disabilities; Structure and Practices of the Video Relay Service
Program, Order, DA No. 20-281, CG Docket Nos. 03-123, 10-51 (rel. Mar. 16, 2020),
https://docs.fcc.gov/public/attachments/DA-20-281A1.pdf.
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exposure to coronavirus and efficiently allocate scarce health care resources. Schools across the
nation have closed, some for the remainder of the school year, and at-home distance learning has
unexpectedly become a central part of the curriculum for students from elementary school to
graduate school. Under these circumstances, it is no surprise that telecommunications have
generally been exempted from state and local “stay-at-home” orders as essential services® and
that the Cybersecurity and Infrastructure Security Agency identified communications workers as
part of the essential critical infrastructure workforce.®

The challenges set forth above are even more pronounced for smaller wireless and
wireline carriers, who may have fewer resources or capacity to balance the surge in demand and
the necessity for enhanced services with the strains on infrastructure and operational and
workforce restrictions.

I11.  The Telecommunications Industry—and CCA and NTCA Members in Particular—
Are Marshalling an Essential and Multifaceted Response to the Ongoing Crisis.

The industry has responded to these challenges with remarkable speed and vigor. The

Federal Communications Commission (“FCC” or “Commission”) has temporarily waived

See, e.9., NEW YORK STATE, GOVERNOR CUOMO ISSUES GUIDANCE ON ESSENTIAL SERVICES
UNDER THE ‘NEW YORK STATE ON PAUSE’ EXECUTIVE ORDER (2020),
https://www.governor.ny.gov/news/governor-cuomo-issues-guidance-essential-services-
under-new-york-state-pause-executive-order; COMMONWEALTH OF MASSACHUSETTS,
COVID-19: ESSENTIAL SERVICES (2020), https://www.mass.gov/info-details/covid-19-
essential-services; STATE OF CALIFORNIA, LIST OF ESSENTIAL CRITICAL INFRASTRUCTURE
WORKERS (2020), https://covid19.ca.gov/img/EssentialCriticalInfrastructureWorkers.pdf.

% CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY, MEMORANDUM ON
IDENTIFICATION OF ESSENTIAL CRITICAL INFRASTRUCTURE WORKERS DURING COVID-19
RESPONSE (2020), https://www.cisa.gov/publication/guidance-essential-ctitical-infrastructure-
workforce.





various recertification and verification requirements*? and extended filing deadlines* due to the
disruption caused by COVID-19 and the importance of maintaining connectivity. The
Commission has provided carriers temporary access to additional spectrum in order to respond to
usage patterns changed by the pandemic.? Some telecommunications companies have even
volunteered to make their spectrum available to meet the increased demand.™® Local radio and
television broadcasters have aired thousands of public service announcements, donating over $10
million in airtime.}* Many service providers have done their part by removing data caps,
providing resources for education, increasing broadband speeds, and offering free services to
customers.®®

The Associations” members—in particular—have answered the call. A significant
number of CCA- and NTCA-affiliated wireless and wireline providers have signed FCC

Chairman Ajit Pai’s “Keep Americans Connected” pledge, by which they agreed not to terminate

10 Lifeline Link Up Reform and Modernization, Order, DA No. 20-285, WC Docket No. 11-42
(rel. Mar. 17, 2020), https://docs.fcc.gov/public/attachments/DA-20-285A1.pdf.

11 Public Notice, Wireline Competition Bureau Directs USAC to Extend E-Rate Application
Filing Window for Funding Year 2020 Due to Potential Coronavirus Disruptions, DA No.
20-273, CC Docket No. 02-6 (rel. Mar. 13, 2020),
https://docs.fcc.gov/public/attachments/DA-20-273A1.pdf.

12 Press Release, FCC, FCC Grants AT&T and Verizon Further Temporary Spectrum Access to
Keep Americans Connected During Coronavirus Pandemic (Mar. 20, 2020),
https://docs.fcc.gov/public/attachments/DOC-363211A1.docx.

13 Press Release, FCC, FCC Provides T-Mobile Temporary Access to Additional Spectrum to
Help Keep Americans Connected During Coronavirus Pandemic (Mar. 15, 2020),
https://docs.fcc.gov/public/attachments/DOC-363051A1.pdf.

14 Press Release, National Association of Broadcasters, NAB’s COVID-19 PSA Campaign
Receives Unprecedented Support (Mar. 20, 2020),
https://www.nab.org/documents/newsroom/pressRelease.asp?id=5530.

15 Press Release, FCC, FCC Chairman Thanks Companies That Have Gone Above and Beyond
the Keep Americans Connected Pledge (Mar. 18, 2020),
https://docs.fcc.gov/public/attachments/DOC-363135A1.pdf.
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service to any residential or small business customers who are unable to pay their bills due to the

coronavirus, to waive late fees for affected customers, and to make their Wi-Fi hotspots available

to the public at large.'® CCA, NTCA, and their members are actively working with the FCC, the

Administration, and Congress on measures to address the COVID-19 crisis.}” CCA and NTCA

members recognize that their services are critical to ensuring that individuals, particularly those

in rural areas, can remain in contact with friends and family, connect with doctors, work from
home, and continue their education with minimal disruption.

IV.  The Associations Respectfully Request A Reasonable Extension of the Temporary
General License on a Prospective Basis and a Flexible Licensing Policy in the Face
of the COVID-19 Crisis.

CCA and NTCA respectfully request that BIS consider granting a reasonable extension of

the TGL under the EAR for exports, reexports, and transfers (in-country) to Huawei on a

prospective basis and maintain a flexible approach to its licensing policy in the face of this

unprecedented national crisis stemming from COVID-19. What telecommunications providers
need most during this challenging period is the ability to focus time, effort, and resources on
maintaining and enhancing connectivity for all Americans. It is unclear when business

operations and economic conditions will return to relative normalcy. Some forecasters expect a

return to economic growth in the third quarter of 2020, while others are more pessimistic.'8

16 Press Release, FCC, Chairman Pai Launches the Keep Americans Connected Pledge, (Mar.
13, 2020), https://docs.fcc.gov/public/attachments/DOC-363033A1.pdf.

17" Press Release, CCA, Statement on the Keep Americans Connected Pledge (Mar. 13, 2020),
https://www.ccamobile.org/statement-on-the-keep-americans-connected-pledge; Press
Release, NTCA—The Rural Broadband Association, NTCA Members Are Keeping America
Connected (Mar. 19, 2020), https://www.ntca.org/ruraliscool/newsroom/press-
releases/2020/19/ntca-members-are-keeping-america-connected.

18 See, e.g., Russell Berman, The Economic Devastation Is Going to Be Worse Than You Think,
THE ATLANTIC (Mar. 21, 2020), https://www.theatlantic.com/politics/archive/2020/03/covid-
19s-devastating-effects-jobs-and-businesses/608461/.
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As a result of this uncertainty, CCA and NTCA believe that a 3 to 6-month extension of
the TGL is appropriate. The top priority of the Associations and their members during this crisis
is maintaining and enhancing connectivity for their customers. Any action that would require
service providers to forgo updates or maintenance of existing telecommunications equipment
would jeopardize the remarkable efforts taken by CCA and NTCA members and the rest of the
industry during this crisis. CCA and NTCA urge BIS to take a flexible approach to the TGL
extension process, in light of the critical importance of telecommunications infrastructure to the
country’s response to the COVID-19 pandemic.

Finally, the TGL was implemented to prevent the interruption of existing network
communication systems and equipment and allow time for companies to shift to other sources of
equipment, software, and technology (i.e., those not produced by Huawei). The Associations’
members have been working diligently to develop and implement specific plans to transition
away from Huawei network equipment.!® But—in addition to the potential of degrading
connectivity and impeding the maintenance and operations of existing network equipment during
a national crisis—a precipitous end to the TGL could lead to immediate and widespread public
safety problems that might be created in a situation where a smaller carrier, reliant on Huawei
network equipment is also the sole service provider for a remote area, and the decommissioning
(or reduced support) of such equipment will reduce emergency services availability. For these
public safety considerations as well, the Associations urge BIS to grant a reasonable extension of

the TGL.

19 Temporary General License Final Rule, 84 Fed. Reg. 23,468 (May 22, 2019) (to be codified
at 15 C.F.R. pts. 744 & 762).





In response to the COVID-19 pandemic, and the uncertain and fraught conditions that
many Americans will face in the coming months, FCC Chairman Pai challenged the
telecommunications industry to ensure that Americans do not lose their broadband or telephone
connectivity as a result of these exceptional circumstances. So far, more than 550 companies
and associations have stepped up to the challenge and committed to the “Keep Americans
Connected” pledge.?® As CCA and NTCA members continue to contribute to providing essential
services ranging from telehealth to distance learning to lifesaving communication, and to do so
in the face of massive operational, logistical, and economic challenges, the Associations
respectfully request that BIS grant a reasonable 3 to 6-month extension of the TGL and exercise

maximum flexibility during this unprecedented time.

Respectfully submitted,

/s/ Alexi Maltas /s/ Michael R. Romano
Alexi Maltas Michael R. Romano
Senior Vice President and General Counsel Senior Vice President — Industry Affairs
Competitive Carriers Association & Business Development
601 New Jersey Avenue NW NTCA—The Rural Broadband Association
Suite 820 4121 Wilson Boulevard, Suite 1000
Washington, DC 20001 Arlington, VA 22203
(202) 747-0711 (703) 351-2016

March 25, 2020

20 FCC, KEEP AMERICANS CONNECTED (2020), https://www.fcc.gov/keep-americans-connected.
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